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% FOREWORD

1) The Internatiorgaectrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national el echnical committees (IEC National Committees). The object of IEC is to promote
international co-o ion on all questions concerning standardization in the electrical and electronic fields. To
this end and in addi to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, ly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their tion is entrusted to technical committees; any IEC National Committee interested
in the subject dealt wi y participate in this preparatory work. International, governmental and non-
governmental organizatio idising with the IEC also participate in this preparation. IEC collaborates closely
with the International Orgadnizafti for Standardization (ISO) in accordance with conditions determined by

agreement between the two o 1zations.
*

2) The formal decisions or agreemen IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the rel subjects since each technical committee has representation from all
interested IEC National Committee

3) IEC Publications have the form of re ndations for international use and are accepted by IEC National
Committees in that sense. While all re able efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be h responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity,é‘ ational Committees undertake to apply IEC Publications
transparently to the maximum extent possible eir national and regional publications. Any divergence
between any IEC Publication and the correspond tional or regional publication shall be clearly indicated in

the latter. -

5) IEC itself does not provide any attestation of conforl( dependent certification bodies provide conformity
assessment services and, in some areas, access to |IEC rks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of t blication.

7) No liability shall attach to IEC or its directors, employees, sery, or agents including individual experts and
members of its technical committees and IEC National Commi r any personal injury, property damage or
other damage of any nature whatsoever, whether direct or | |r®or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance up is IEC Publication or any other IEC

Publications.

8) Attention is drawn to the Normative references cited in this publication. of the referenced publications is
indispensable for the correct application of this publication.
9) Attention is drawn to the possibility that some of the elements of this o>

ation may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such tapights.

The main task of IEC technical committees is to prepare Internationa@ndards. However, a
technical committee may propose the publication of a technical repor Wit has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62541-2, which is a technical report, has been prepared by subé\'mittee 65E:

Devices and integration in enterprise systems, of IEC technical committee 65; ustrial-
process measurement, control and automation. :
The text of this technical report is based on the following documents: kS\
Enquiry draft Report on voting
65E/413/DTR 65E/464/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This second edition cancels and replaces the first edition of IEC TR 62541-2, published in
2010.

T%econd edition includes no technical changes with respect to the first edition but a
num of clarifications and additional text for completeness.
*

This ation has been drafted in accordance with the ISO/IEC Directives, Part 2.

Througho@& document and the referenced other parts of the series, certain document

convention Oused:

— ltalics are dsed to denote a defined term or definition that appears in the “Terms and
definition” ¢ e in one of the parts of the series.

— ltalics are als to denote the name of a service input or output parameter or the
name of a struct element of a structure that are usually defined in tables.
— The italicized terms names are also often written in camel-case (the practice of writing

compound words or @es in which the elements are joined without spaces, with each
element's initial letter ifalized within the compound). For example the defined term is
AddressSpace instead of Address Space. This makes it easier to understand that there is
a single definition for Addr ace, not separate definitions for Address and Space.

A list of all parts of the |IEC 62541.series, published under the general title OPC unified
architecture, can be found on the I@/ebsite.

the stability date indicated on the IE site under "http://webstore.iec.ch" in the data

The committee has decided that the ts of this publication will remain unchanged until
related to the specific publication. At thi%ihe publication will be

e reconfirmed,

A
e withdrawn, %

e replaced by a revised edition, or

e amended.
A bilingual version of this publication may be issued a%date.

IMPORTANT - The 'colour inside' logo on the cover page 05 publication indicates
that it contains colours which are considered to be I for the correct
understanding of its contents. Users should therefore print Nocument using a

colour printer. O
9,6\
/-
$
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OPC UNIFIED ARCHITECTURE -

)\ Part 2: Security Model
:/

1 Scope

This part of@ 62541, which a Technical Report, describes the OPC unified architecture
(OPC UA) se model. It describes the security threats of the physical, hardware, and
software enviro ts in which OPC UA is expected to run. It describes how OPC UA relies
upon other stan for security. It provides definition of common security terms that are
used in this and o rts of the OPC UA specification. It gives an overview of the security
features that are spetCified in other parts of the OPC UA specification. It references services,
mappings, and Profie@at are specified normatively in other parts of this multi-part
specification. It provide ;ﬁgestions or best practice guidelines on implementing security.
Any seeming ambiguity be n this part of IEC 62541 and one of the normative parts of
IEC 62541 does not remove r;d‘uce the requirement specified in the normative part.

Note that there are many dif t aspects of security that have to be addressed when
developing applications. However since OPC UA specifies a communication protocol, the
focus is on securing the data exc)@ted between applications. This does not mean that an
application developer can ignore the other aspects of security like protecting persistent data
against tampering. It is important th@ developers look into all aspects of security and
decide how they can be addressed in thed@pplication.

This part of IEC 62541 is directed to read%&vho will develop OPC UA Client or Server
applications or implement the OPC UA serwcg( yer. It is also for end users that wish to
understand the various security features and fu@ ality provided by OPC UA. It also offers
some suggestions that can be applied when ing systems. These suggestions are
generic in nature since the details would depend on actual implementation of the OPC UA
Applications and the choices made for the site security.

It is assumed that the reader is familiar with Web Servi@and XML/SOAP. Information on
these technologies can be found in SOAP Part 1: and SOA t 2.

<

The following documents, in whole or in part, are normatively refere
are indispensable for its application. For dated references, only the
undated references, the Ilatest edition of the referenced doc
amendments) applies.

2 Normative references

in this document and
n cited applies. For
(including any

IEC 62351 (all parts), Power systems management and associated informéﬁ exchange -
Data and communications security

IEC TR 62541-1, OPC unified architecture — Part 1: Overview and concepts @L
IEC 62541-4, OPC unified architecture — Part 4: Services @
IEC 62541-5, OPC unified architecture — Part 5: Information Model

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-7, OPC unified architecture — Part 7: Profiles
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SOAP Part 1: SOAP Version 1.2 Part 1: Messaging Framework
Available from Internet: http://www.w3.org/TR/soap12-part1/ (website checked 2016-04-05)

S%Part 2: SOAP Version 1.2 Part 2: Adjuncts
Avai e‘from Internet: http://www.w3.org/TR/soap12-part2/ (website checked 2016-04-05)

XML {?ption: XML Encryption Syntax and Processing
Available fi

r§ Internet: http://www.w3.org/TR/xmlenc-core/ (website checked 2016-04-05)

XML Signa XML-Signature Syntax and Processing

Available fro%net: http://www.w3.0org/TR/xmldsig-core/ (website checked 2016-04-05)
WS Security: SO@Aessage Security 1.1

Available from Inter?http://www.oasis-open.orq/committees/download.php/16790/wss-v1.1-

spec-0s-SOAPMess g%gcurity.gdf (website checked 2016-04-05)
WS Secure Conversatio .dVeb Services  Secure Conversation Language (WS-

SecureConversation)

Available from Internet:htt@écs.xmIsoap.orq/ws/2005/02/sc/WS-SecureConversation.pdf
(website checked 2016-04-05) &S\
SSL/TLS: RFC 2246: The TLS Prot@ Version 1.0

i

Available from Internet: http://www.igtf.org/rfc/rfc2246.txt (website checked 2016-04-05)

:X509: X.509 Public Key Certificate | ture
Available from Internet: https://www.ietf.or@/rf02459 (website checked 2016-04-05)

HTTPS: RFC 2818: HTTP Over TLS
Available from Internet: http://www.ietf.org/rfc/rfc2818.t ebsite checked 2016-04-05)

HTTP: RFC 2616: Hypertext Transfer Protoc@WPM A
Available from Internet: http://www.ietf.org/rfc/r % (website checked 2016-04-05)

IS Glossary: Internet Security Glossary
Available from Internet:_http://www.ietf.org/rfc/rfc2828.txt (wo@e checked 2016-04-05)

NIST 800-57: Part 3: Application-Specific Key Management GL@I e
A

Available from Internet:http://csrc.nist.gov/public nistpubs/800-57/sp800-
57 PART3 key-management Dec2009.pdf (website checked 201 -05)

NERC CIP: CIP 002-1 through CIP 009-1, by North-American Electric bility Council

Available from Internet:_http:// www.nerc.com/files/cip-002-1.pdf (webs@ﬁecked 2016-04-
05)

SHA-1: Secure Hash Algorithm RFC :ﬁ
-04-0

Available from Internet: http://tools.ietf.org/html/rfc3174 (website checked 20

PKI: Public Key Infrastructure article in Wikipedia &

Available from |Internet: http://en.wikipedia.org/wiki/Public _key infrastructure ite
checked 2016-04-05)

X509 PKI: Internet X.509 Public Key Infrastructure
Available from Internet: http://www.ietf.org/rfc/rfc3280.txt (website checked 2016-04-05)
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