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European foreword 

This document (EN 419221-5:2018) has been prepared by Technical Committee CEN/TC 224 “Personal 
identification and related personal devices with secure element, systems, operations and privacy in a 
multi sectorial environment”, the secretariat of which is held by AFNOR. 

This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by November 2018, and conflicting national standards 
shall be withdrawn at the latest by November 2018. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN shall not be held responsible for identifying any or all such patent rights. 

This document has been prepared under a mandate given to CEN by the European Commission and the 
European Free Trade Association. 

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, 
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, 
Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, 
Turkey and the United Kingdom. 
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Introduction 

Clause 4 provides the introductory material for the Protection Profile. 

Clause 5 provides the conformance claim. 

Clause 6 provides the Security Problem Definition. It presents the Assets, Threats, Organisational 
Security Policies and Assumptions related to the TOE. 

Clause 7 defines the security objectives for both the TOE and the TOE environment. 

Clause 8 presents the extended components that will be used in this PP. 

Clause 9 contains the functional requirements and assurance requirements derived from the Common 
Criteria (CC), Part 2 [CC2] and Part 3 [CC3] that are to be satisfied by the TOE. 

Clause 10 provides rationales to demonstrate that: 

— Security Objectives satisfy the policies and threats; 

— SFR match the security Objectives; 

— SFR dependencies are satisfied; 

— The SARs are appropriate. 

A Bibliography is provided to identify background material. 

A Mapping to the EU ‘Requirements For Qualified Electronic Signature Creation Devices’ is provided in 
Annex A. 
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1 Scope 

This part of EN 419221 specifies a Protection Profile for cryptographic modules which is intended to be 
suitable for use by trust service providers supporting electronic signature and electronic sealing 
operations, certificate issuance and revocation, time stamp operations, and authentication services, as 
identified by the (EU) No 910/2014 regulation of the European Parliament and of the Council on 
electronic identification and trust services for electronic transactions in the internal market (Regulation 
(EU) No 910/2014 eIDAS) in [10]. The Protection Profile also includes optional support for protected 
backup of keys. 

The document follows the rules and conventions laid out in Common Criteria Part 1 [CC1], Annex B 
“Specification of Protection Profiles”. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO/IEC 19790:2012, Information technology — Security techniques — Security requirements for 
cryptographic modules 

Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general 
model (Version 3.1 Revision 4, September 2012), CCMB-2012-09-001 [CC1] 

Common Criteria for Information Technology Security Evaluation, Part 2: Security functional 
requirements, (Version 3.1 Revision 4, September 2012), CCMB-2012-09-002 [CC2] 

Common Criteria for Information Technology Security Evaluation, Part 3: Security assurance 
requirements, (Version 3.1 Revision 4, September 2012), CCMB-2012-09-003 [CC3] 
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