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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respegtive organization to deal with particular fields of technical activity. ISO and IEC
technical committees orate in fields of mutual interest. Other international organizations, governmental
and non-governmental, igison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC rf@ established a joint technical committee, ISO/IEC JTC 1.

International Standards are dr%in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint techfi committee is to prepare International Standards. Draft International
Standards adopted by the joint techwi€a] committee are circulated to national bodies for voting. Publication as
an International Standard requires ap al by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility thats® of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held respo U’H/Ie‘for identifying any or all such patent rights.

ISO/IEC 9798-6 was prepared by Joint Te@nical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the firsl’Q&an (ISO/IEC 9798-6:2005), to which a new Clause 7
has been added to provide four new mechanismg@)\)t also incorporates the Technical Corrigendum
ISO/IEC 9798-6:2005/Cor.1:2009. Implementations con @nt to the first edition will be conformant to the
second edition. @

ISO/IEC 9798 consists of the following parts, under the g@al title Information technology — Security
techniques — Entity authentication: 0

Q

—  Part 1: General O

Q.

— Part 2: Mechanisms using symmetric encipherment algorithms @

%o

— Part 3: Mechanisms using digital signature techniques

— Part 4: Mechanisms using a cryptographic check function 6
— Part 5: Mechanisms using zero-knowledge techniques ‘A@
— Part 6: Mechanisms using manual data transfer L

§
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Introduction

Within networks of communicating devices it is often necessary for two devices to perform an entity
authentication procedure using a channel which may be subject to both passive and active attacks, where an
active attack can include a malicious third party introducing data into the channel and/or modifying, deleting or
repeating data legitimately sent on the channel. Other parts of ISO/IEC 9798 specify entity authentication
mechanisms apﬁ ble when the two devices share a secret key, or where one device has an authenticated
copy of a public 15 er the other device.

In this part of ISO/IECQ798, entity authentication mechanisms where there is no such assumption of pre-
established keying re ships, referred to as manual authentication mechanisms, are specified. Instead
entity authentication is atbdeved by manually transferring short data strings from one device to the other, or by
manually comparing short strings output by the two devices.

For the purposes of this part@O/lEC 9798, the meaning of the term entity authentication is different from
the meaning applied in other p f ISO/IEC 9798. Instead of one device verifying that the other device has
a claimed identity (and vice versa th devices in the possession of a user verify that they correctly share a
data string with the other device at time of execution of the mechanism. Of course, this data string could
contain identifiers for one or both of the&gvices.

As described in informative Annexes B a@:, a manual authentication mechanism can be used as the basis
for secret key establishment or the reliable gxchange of public keys. A manual authentication mechanism
could also be used for the reliable exchang@:other secret or public security parameters, including security
policy statements or timestamps.

© ISO/IEC 2010 — All rights reserved \"
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Information technology — Security techniques —
Entity authentication —

Part 6:
Mechanisiis using manual data transfer

1 Scope o
P Q

This part of ISO/IEC 9798 fies eight entity authentication mechanisms based on manual data transfer
between authenticating device€ _ indicates how these mechanisms can be used to support key management
functions, and provides guidanc secure choices of parameters for the mechanisms. A comparison of the

levels of security and efficiency pr ;J by the eight mechanisms is given.

Such mechanisms can be appropriate’@v variety of circumstances. One such application occurs in personal
networks, where the owner of two pelSonal devices capable of wireless communications wishes them to
perform an entity authentication procedur& part of the process of preparing them for use in the network.

)
2 Normative references GL
. s o .
The following referenced documents are indispe le for the application of this document. For dated
references, only the edition cited applies. For un references, the latest edition of the referenced

document (including any amendments) applies.

ISO/IEC 9798-1:2010, Information technology — Secur/tm hniques — Entity authentication — Part 1:
General 5

%

For the purposes of this document, the terms and definitions given in IS@’E& 9798-1 and the following apply.

3.1 sA

check-value @
string of bits, computed as the output of a check-value function, sent from ata originator to the data
recipient that enables the recipient of data to check its correctness 0

3 Terms and definitions

3.2

check-value function

function fwhich maps a string of bits and a short secret key, i.e. a key that can readily be entered into or read
from a user device, to a fixed-length string of bits, i.e. a b-bit check-value, satisfying the following properties:
— for any key k and any input string d, the function f{d, k) can be computed efficiently;

— it is computationally infeasible to find a pair of distinct data strings (d, d') for which the number of keys
which satisfy f(d, k) = f(d', k) is more than a small fraction of the possible set of keys.

NOTE In practice, a short key would typically contain 4—6 digits or alphanumeric characters.
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