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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right$o be represented on that committee. International organizations, governmental and
non-governmental, in #Maigon with ISO, also take part in the work. ISO collaborates closely with the
International ElectrotechfiigtJ«Commission (IEC) on all matters of electrotechnical standardization.

International Standards aregr’ﬁld in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical co ees is to prepare International Standards. Draft International Standards

adopted by the technical comm s are circulated to the member bodies for voting. Publication as an
International Standard requires app % y at least 75 % of the member bodies casting a vote.

In exceptional circumstances, when a nlcal committee has collected data of a different kind from that
which is normally published as an Intern a% Standard (“state of the art”, for example), it may decide by a
simple majority vote of its participating me rs,to pubhsh a Technical Report A Technical Report is entirely
informative in nature and does not have to ewewed until the data it provides are considered to be no
longer valid or useful.

Attention is drawn to the possibility that some of?e ements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifyin y or all such patent rights.

ISO/TR 14742 was prepared by Technical Committee%‘tc 68, Financial services, Subcommittee SC 2,
Security management and general banking operations. @
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Introduction

The financial services industry has a clear need for cryptographic algorithms for a number of different
applications. ISO standards provide definitions for an extensive and comprehensive set of such algorithms.
However, as the state of the art of cryptology progresses and the power of computers increases,
cryptographic al?{ithms as well as cryptographic keys of a particular length all have a limited window of time
in which they e8njbe considered secure. Furthermore, as neither the development of cryptology nor the
increase in compUphg power are entirely predictable, the collective wisdom of the cryptographic community as
to which algorithméwd key lengths are secure is constantly evolving. For this reason it was felt that there
was an equally clear'nggd in the financial services industry for guidance regarding the current and up-to-date
view in the cryptograp ommunity about the security of cryptographic algorithms and their keys. It was also
felt that there was a nee%appropriate guidance on migration from one algorithm or key length to another.

The I1SO standards that defig yptographic algorithms for the financial services industry do not contain such
guidance, and by the evoIving@ure of the field, it would be difficult for them to do so. Hence, the need was
recognized for a document tha Id contain such guidance, and be updated more frequently than the five
year review cycle for ISO standardeg?y his Technical Report is intended to be that document. The intention is to
update this Technical Report when need arises, or at least every other year.

The strength requirements of a securispmechanism can vary depending on the application(s) in which the
mechanism is being used and the way it eing used. The recommendations given in this Technical Report
are considered to be general purpose recompagndations. Although it is accepted that there may exist low-risk
applications that do not warrant the level of graphic strength recommended in this Technical Report, it is
advisable that deviation from the recommendati? only be made after appropriate analysis of the risks and in
the context of any rules and policies that might a .
A special case of the above relates to the lifetime %ection required by the application and its data. For
example, if protection requirements are ephemeral . confidentiality is required only for one day, or
authentication is one-time) then this may be cause fop=gllowing a deviation from the recommendations.
Conversely, if the data must remain protected for a ve% period of time, then the keys and algorithms
used to provide the protection must be good for that duratio n if the keys are no longer in active use.
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Financial services — Recommendations on cryptographic
algorithms and their use

A

1 Scope 6/‘

This Technical Rep&?t rovides a list of recommended cryptographic algorithms for use within applicable
financial services sta s prepared by ISO/TC 68. It also provides strategic guidance on key lengths and
associated parameters sage dates.

The focus is on algorithms r than protocols, and protocols are in general not included in this Technical
Report. However, in some ca for example for some key agreement and some authentication protocols,
there is no “underlying” algorithig®3nd in a sense it is the protocol that constitutes the algorithm. In this case,
the mechanisms are included, in@’licular where they have security parameters that can be adjusted for
higher or lower security. .

e
Algorithmic vulnerabilities or cryptogramc keys of inadequate lengths are less often the cause of security
compromises in the financial industry th@g)are inadequate key management or other procedural flaws, or
mistakes in the implementation of crypto hic algorithms or the protocols that use them. However,
compromises caused by algorithmic vulneré@es are more systemic and harder to recover from than other
kinds of compromises. @

L

This Technical Report deals primarily with recomme@tions regarding algorithms and key lengths.
NOTE Key management is covered in ISO 11568-1, IS@%S-Z and ISO 11568-4.

The categories of algorithms covered in this Technical R%re:

2

— block ciphers;
<,
— stream ciphers; @/

— hash functions; O’

— message authentication codes (MACs); 6:
— asymmetric algorithms: &:
— digital signature schemes giving message recovery, @

— digital signatures with appendix,
— asymmetric ciphers;
— authentication mechanisms;
— key establishment and agreement mechanisms;

— key transport mechanisms.

© 1SO 2010 — All rights reserved 1
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This Technical Report does not define any cryptographic algorithms; however, the standards to which this
Technical Report refers may contain necessary implementation information as well as more detailed guidance
regarding choice of security parameters, security analysis, and other implementation considerations.

2 Measuring bits of security

For both block ciphers (Clause 4) and hash algorithms (Clause 6) the notion of “n bits of security” is introduced
(e.g. see NIST SP 800-57, 2007, 5.6.1). For a block cipher to have n bits of security means that an estimated
2" operations are needed, to break the block cipher. Given a few plaintext blocks and corresponding ciphertext,
a block cipher with n bi;&&! security would then require an average of 2"~17 of time to recover the encryption
key, where T is the amo 01: time needed to perform one encryption of a plaintext value and a comparison of
the result against the co onding ciphertext value. For a hash algorithm to have » bits of security with
respect to collision resista means that an estimated 2” calls to the hash function are necessary to find a
hash collision, that is, two me@ges that when hashed yield the same hash result.

Table 1 below reflects recommen@ons for when an algorithm with » bits of security can be used. The dates
coincide, where applicable, with the@ommendations in NIST SP 800-57.

o

Table 1 — Recommendec@/a\ge periods for algorithms of varying bit-strength

Bits of security //( . Recommended usage period

80 ,(S\ until end 2010
96 until end 2020

112 ,%‘_ until end 2030
> 128 QL as from 2030
%
The recommendations from Table 1 reflect that it is estimat(%t there is an overwhelming likelihood that an
algorithm of the indicated bit strength will remain secure (that isTunbroken) until at least the year indicated.

For other categories of algorithms, such as message authenticat@ odes and asymmetric algorithms, the
concept of n bits of security is more difficult to define because the nature of compromises and the
measurement of the work or cost required to accomplish a comprc@se. However, for each category of
algorithm, their security is still expressed in terms of bits of security. T tended interpretation is that if an
algorithm is listed as having » bits of security, then it is estimated that it w ain secure until the same year
as a symmetric cipher with »n bits of security. @

The efforts of breaking ciphers of different categories may have very differen% iles”. One algorithm may
require a large amount of computing power and little storage, while another ﬁﬂuse a large amount of
storage and less computing power. One effort may be parallelizable, so that the imitation is the number
of computers that can be recruited to participate, whereas another may require a sin@ puter with a very
large amount of RAM. Lenstra and Verheul in Reference [52] estimate that the financia # associated with
breaking an asymmetric cipher are 2 500 times larger than those associated with breakin metric cipher,
if the computational efforts measured in MIPS years are the same. See also Reference [19Pfor comparisons
of cryptographic strengths of symmetric and asymmetric algorithms.

For algorithms with an estimated security of 128 bits or more, a recommendation of “past 2030” is given,
reflecting the view that any estimate beyond 2030 is so far into the future that it seems unwise to make the
estimate any more precise at this time.

For symmetric algorithms, Grover's algorithm (see Reference [17]) means that if a quantum computer were to
be implemented, key sizes should be roughly doubled to maintain the same level of security. All the
asymmetric algorithms mentioned in this Technical Report are vulnerable to quantum computing algorithms
(see Reference [69]), and hence any leaps in progress in the area of implementing quantum computers could
render the recommendations in Table 1 void. However, the commonly established wisdom is currently that
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