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Foreword

The CENELEC Technical Committee TC 205, Home and Building Electronic Systems (HBES), in
collaboration with CEN TC 247, Building Automation, Controls and Building Management, — and with
participation of its cooperating partner KNX — has prepared this document to reference the European
Standard EN 13321-2, prepared by CEN TC 247, also as a CENELEC TC 205 standard and to extend its
area of application to Home and Building Electronic Systems (HBES).

The document was approved by CENELEC as EN 50090-4-3 on 2007-04-11.
CENELEC takes no position concerning the evidence, validity and scope of patent rights.

KNX Association as Cooperating Partner to CENELEC confirms that to the extent that the standard
contains patents and like rights, the KNX Association's members are willing to negotiate licenses thereof
with applicants throughout the world on fair, reasonable and non-discriminatory terms and conditions.

KNX Association cvba Tel.: +322775 8590

Bessenveldstraat, 5 Fax.: + 322675 50 28

B - 1831 Diegem e-mail: inffo@knx.org
www.Kknx.org

Attention is drawn to the possibility that some of the elements of this standard may be the subject of
patent rights other than those identified above. CENELEC shall not be held responsible for identifying any
or all such patent rights.

EN 50090-4-3 is part of the EN 50090 series of European Standards, which comprises the following
parts:

Part 1: Standardization structure

Part 2: System overview

Part 3: Aspects of application

Part 4: Media independent layers

Part 5: Media and media dependent layers
Part 6: Interfaces

Part 7: System management

Part 8: Conformity assessment of products

Part 9: Installation requirements
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Introduction

The permanent objective of CENELEC TC 205 is to prepare standards for all aspects of Home and
Building Electronic Systems (HBES) in relation to the Information Society. Such HBES standards shall
ensure integration of a wide spectrum of control applications and the control and management aspects of
other applications in and around homes and buildings, including the gateways to different transmission
media and public networks. As a widespread medium for communication, IP (being over Ethernet or any
other communication media, is an important element of this integration. It was therefore considered of
utmost importance to integrate the standard for communication over IP developed under the umbrella of
CEN TC 247 into this standard series in order to complete the possible communication means in the field
of Home and Building Electronic Systems (HBES).

This standard is intended for use by all involved in design, manufacture, engineering, installation and
commissioning activities.

Moreover and in line with the EU’s co-regulatory view of European standardisation this standard supports
the eEurope objectives and helps to comply with important EU Directives such as the Construction
Products’ Directive and the Energy Performance of Buildings’ Directive.

1 Scope

This European Standard defines the mandatory and optional requirements for the medium independent
communication over IP for HBES products and systems, a multi-application bus system where the
functions are decentralised, distributed and linked through a common communication process.

This European Standard is used as a product family standard. It is not intended to be used as a stand-
alone standard.

Other parts from the EN 50090 series may apply.

2 Requirements

HBES products and systems using the HBES Open Communication System according to this standard
series shall use the requirements stated in EN 13321-2.

When using EN 13321-2, read any reference to

“EN 13321-1, Open data communication in building automation, controis and building management —
Home and building electronic system — Part 1: Product and system requirement”

as

“EN 50090 Home and Building Electronic Systems (HBES), series”.



EUROPEAN STANDARD EN 13321-2
NORME EUROPEENNE
EUROPAISCHE NORM October 2006

ICS 35.240.99; 97.120 Supersedes ENV 13321-2:2000

English Version

Open data communication in building automation, controls and
building management - Home and building electronic systems -
Part 2: KNXnet/IP Communication

Réseau ouvert de communication de données pour Offene Datenkommunikation fur die Gebaudeautomation
l'automatisation, la régulation et la gestion technique du und Geb&udemanagement - Elektrische Systemtechnik fir
batiment - Systémes électroniques pour les foyers Heim und Gebéude - Teil 2: KNXnet/IP Kommunikation
domestiques et les batiments - Partie 2 : Communication
KNX/IP

This European Standard was approved by CEN on 28 August 2006.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European
Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references concerning such national
standards may be obtained on application to the Central Secretariat or to any CEN member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CEN member into its own language and notified to the Central Secretariat has the same status as the official
versions.

CEN members are the national standards bodies of Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania,
Slovakia, Slovenia, Spain, Sweden, Switzerland and United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

Management Centre: rue de Stassart, 36 B-1050 Brussels

© 2006 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN 13321-2:2006: E
worldwide for CEN national Members.



EN 13321-2:2006 (E)

Contents Page
0T =T o 4
o T 1T o 5
1 85 oo o - PR R 7
2 NOIMALiVe FEfErENCES ..ot s s e e s e e s mn e s e nnns 8
3 Terms and defiNitions ... e 8
3.1 L= o T 8
3.2 Engineering Tool Software (ETS).....ccccucirriiiiimiinirissss s s sss s s ssns s sssans 8
3.3 Host Protocol Address Information (HPAI) ... s 8
3.4 communication ChaNNEL....... .. e 9
3.5 3 G 1o T - 9
3.6 KINXRNEE/IP SEIVEI ...... et ms e e e s e mne e e e e e s e e s mmme e e e ea s nmnme s e eseasnnsnnnns 9
3.7 L3 I R =t 7 o o 1= o 9
3.8 KINXNEL/IP AEVICES .....eeeiiiieiiiicie sttt s s s e an e s s ame e s s ams s amn e s s e amnennnnnns 9
3.9 KINXNEL/IP FOULET ...t e s e s s e e s e e s s e e s e amn e e s e mn e e e nnnns 9
B T o o V=T I o TN I (O I ) 9
3.1 KNXNEH/IP TUNNEIING ...oueeeiiiiiiiiicccceeceien s ss s sssss e se e s ssss s s ssme e e e e s e s s s s s smms s e e e e e san s s smnnn e e e e s sssannnenenssnsnnsnnnnns 9
3.12  Internet Control Message Protocol (ICMP) ..........cccocmiimiiiiisccssemrres s rssssssssse s e s s ses s s ssssss s s e s sssssssamnnees 10
3.13  Internet Group Management Protocol (IGMP) ......ccccoiiiimiinnisiiis s nneen 10
B g 1 | S o - T 1 T 10
3.15 communication ChanNel............. s e 10
4 Symbols, abbreviations and aCronyms........cccccccriinnni e —————————— 10
4.1 9] o 03 10
4.2 9] 10
4.3 = 10
4.4 D e r e aEeEeeeaEeEeeeaAEEEeaeanEeEesesREeEesesREeEesesreessesRereesesneeeeseannenesesnnes 10
4.5 3 ) 1
4.6 8 05 S 11
4.7 0 11
5 L= o [T =Y 0 5T 0 1
5.1 L0 B TE LT e 1 =T VT 1
5.1.1  KNXnet/IP DOCUMENt ClAUSES ......cciiiiiiiinmiieri i iiicemmsse s s s mss e s s s smmn s s e e e sa s smmme e e e s s e smnmmnne e e s 1
5.1.2 Mandatory and optional implementation of IP protocols............cccociiiiiiiiiiiiii e, 12
5.1.3 Security CONSIAerations ..........cccceiiiiiiriiiiiir i ——————— 14
5.2 (0 - TH L= =T 0o T 16
£ 07 T T o o o - 16
5.2.2  KNXNEL/IP frames......ccccoeiiieiiiiiiier it ssssr e ssss s s s s sa s sa s ne e s e s me e e e n s b e e e annn e ne s snn e nanssnnenaas 17
5.2.3 Host protocol iNdePendENCE .........ccciiiiiiiiiiiiiiiirrrir s s s s s s s e s e s s s rrrsess s sssrsrnsns st annsmnmnrennnnnnnnnnnns 18
5.2.4 Discovery and self deSCriPtioN.........coii i s s e e e nnmn s 20
5.25 Communication ChaNNEIS ..........cooiiiiiiiiii s e en e e ann e s 21
5.2.6 General implementation gUIdElINES .........cccviiiiiiicciiirr s ss e e e 24
5.2.7 Data Packet StruCtUIreS..........cccoiimiiiiiiiiccerrr e e 28
E I T | o (=Y 1o 42
E 08 T =Y o 1 1o 1 o o 48
5.3 Clause 3: Device Management Specification...........cccccniimmminni s 49
£ 0 T T o o = 49
5.3.2 KNXnet/IP Device Management..........cccociriiiieimiinisnniinssss s s ssssss s s sss s ssass s s sssans 49
5.3.3 Implementation rules and guidelines ..........cccceeiiiiiiiiri e ——————— 60
5.3.4 Data packet StrUCLUIeS .........cooiiiiiiiiiiiiii s s s s e s s e s s ssssssssnsnsmsmnmsmsseennsnnnnnnnnnnnnnns 62
5.3.5  CertifiCation .......cccoiiiiiii i 64



EN 13321-2:2006 (E)

5.3.6  Clause 4: TUNNEIING ....cceriiiiiiiiiiiciiiriiisssscsssmsere e s sssssssssssese e s ssssssssssms s e e e e essassssnmmsseeesesassssnneesessanssssnnnnnnnns 65
5.3.7 Tunneling of KNX telegrams ......c.cccceicecciemiiiiiiisisccsseesre s sssssssssssss s e e s e s ss s ssssmsse e e s essnss s ssmsnsensssssnmsnnnees 66
5.3.8 Configuration and Management ............ccccceiiiiiiccciimemrrenr s sssssssse e ss s sssn e e s ee s s s smmnn e e e e s snmmnnnnees 70
5.3.9 Data packet StruCtUres..............uiiiii s e e 70
L TR 0T 0 =Y 1T 11 ' o 73
5.4 Clause 5: ROULING ...coiiiiiiiiiiiin s an e 73
L I ' o o - 73
5.4.2 KNXnet/IP Routing of KNX telegrams .........cccccmiiniimmiinniiisss s s sssss e 74
5.4.3 Implementation rules and guidelings .........cccociiiiniiiiinnn i —————— 79
5.4.4 Configuration and Management ............ccccceiiiiiiiciiismemerere s sssssssse s ss s s s sssser e e s ee s s s s s ssmme s e e e essnsnmnnenees 81
5.4.5 Data packet StrUCTUIES........cccoiiiiiiiiii e rrrrr s e e e e e e e e e e e nannnn s 82
LI T 0= o 1= ' ¥ o 83
Annex A (NOrmative) LiSt Of COUES .....uiimiiiiiiiiiniiiiiiiiiic s sscrr e r s sssse e e s s s s s s ssmn e e e e e s s s s snmene e e eessnsssnnmnenneneen 85
A1 COMMON CONSTANES ......ciiiiiiiii e e e s mr s s sn e s s me e e e e e e s s mm e e e s e s s mmn e e e mnn s 85
A.2 KINXNEL/IP SEIVICES ....eeiiiiiiir it s s e e e e e e mn e e e an e e e e an e e e s smn e e e s mnn e e s mnn s 85
A.2.1  Service type NUMDBEI FANQES .......coceriiiisrriiiiirriisr s an e e e 85
A.2.2 Core KNXNEL/IP SEIVICES. ... .uueiiiiiiiiiiiisier e e s ssss e e s e s sms e s s s sa s s e e e e e s s e e amnn e e e s e mmnne e e essannan 86
A.2.3 Device Management SEIVICES .....ccccviiiiirriiiimrrinir s an e e nn e 86
A.2.4  TUNNEIING SEIVICES ...ciiiiiiiiiiirri it r R o R e e e e m e e e Re e e s R e e n e ane s 87
A.2.5 ROULING SEIVICES....ueiiiiiieiriirinir it e e a e e R s R e e e e an e e e n e 87
A.2.6 RemOote LOGQIiNG SEIVICES ...cuiiiiiiirriiiiitrsisiins s r s n e an e s m e s an e e e nn e 87
A.2.7 Remote Configuration and Diagnosis .........cccccciimmiiiiiciiismirre s sssms e 87
A.2.8  ODjJECE SEIVEr SEIVICES....iiiiceeiiiiriiiiiscssnerr e s s s rs s s sssssere e e s ss s s s sms e s e e s eesa s s s smns e e e e essasssnmneeneeasssssnnnnnnnnssnnnnn 87
A3 (oY 01 =T o3 i oY T8 47/ o 7= 3 SR 87
A4 g 0] o o T [ 88
N e I 0o T3 0T g 1o T =T 4 oY o T [ 88
A.4.2 CONNECT RESPONSE status COUES.......ccccooimiiiiiriicrr e ssese s s ssn e san e s 88
A.4.3 CONNECTIONSTATE_RESPONSE Status COUES ........ccccvrrrmrrrrnrsrrrrssmressssseesssssssesssssssessssssnesssssnnes 88
A.4.4 Tunnelling CONNECT_ACK error COUES.....c.ccuiimmmrimmimmmiinimnnnisssss s sssssssssssssss s ssssssss ssssssssssssne s 89
A.4.5 Device Management DEVICE_CONFIGURATION_ACK status codes........cccccommriiiiiciiisnnnnninnnnnees 89
A.5 Description Information BIOCK (DIB) .........cccciiiimmmminserrisis s s sse s 89
A.6 L Lo XS A o] o Lo oo ] I o o Yo [ 2 90
A7 TIiMeOoUt CONSEANTS.......ooo e mn e e n e e s e 20
A.8 Internet Protocol constants.........cccccimiiiiincccci e ————— 90
Annex B (informative) Binary examples of KNXnet/IP IP frames........cccccociiiiricmrinccmnn s ssese e 91
B.1 SEARCH_REQUEST .......ciiiiiiiriiies e ssme s ssame s s s same s s same s s me e e s ame e e e ame e s s amn e s mnn e e s mnn s 91
B.2 SEARCH_RESPONSE ... nmr e e s e s s e e s s emn e e e s mn e 91
B.3 DESCRIPTION_REQUEST .......ocoiiiiiiiierrrinssrr s s s sssssms s s mn s s s e s s s s e s smme s s ssms e s s s mn e sas e s sssmnnes 94
B.4 DESCRIPTION_RESPONSE ..........ooiiiiirirrrin s es s s smn e s s s smm e s s m s e s mn e s e mn s s mnn s 94
B.5 CONNECT_REQUEST .....cooiiiccieriicieessssmee s sssneesssssme s s s sane s s sssanessasssme e s sssamesssssanesssssnnensssssnensssnnenssssnnens 97
B.6 CONNECT_RESPONSE ..........cociiiiciirriicscersssssseessssme e s s sme e s sssme e s s s smn e s s s smn e s s s s smn e s asssmnesssssnnessssnnnssssanens 98
B.7 CONNECTIONSTATE_REQUEST .......cccccieiiciersssmeesssssss e s s ssmees s sme e s ssme e sssssms e sssssmsesssssmnesssssnnesssssnes 99
B.8 CONNECTIONSTATE_RESPONSE ........coooiicciieiccierissmre s s ssne s s s ssse s s ssnt e s s smne e s s smne e s s smnenssssmnenssssnnes 99
B.9 DISCONNECT_REQUEST ......coiiiiiieeiicsceeissssmesssssssessssssmeesssssmessssssmssssssamsesssssnsssssssnesssssnsssssssnsesssnnens 100
B.10 DISCONNECT_RESPONSE........cocoiiociiiireereerssssreesssssreessssssesssssssesssssssessassnstssassnseessssssenasssssessssnnenans 100
B.11 DEVICE_CONFIGURATION_REQUEST ......ccccooiiiiierrinnnrrrsser s sssss s ssssss s s e sssssnn s sssssss s ssssnsesans 101
B.12 DEVICE_CONFIGURATION_ACK ...t iiererssssr s sssss s s s s ss s e ss s e s smn s s sssnn s s snsasnnss 101
B.13 TUNNELING_REQUEST ......ccoiiiiiiiiiiiriinererssssrsssssss s s sssss s s sssss s snsns s sssss s s ssssnses sassnssssasnsssnssnnessans 102
B.14  TUNNELING_ACK ... it ssrs e s s s s s sn s e s e sa s n e s s s amn e s e s me e e eassnn s e s nnn e easannnenans 102
B.15 ROUTING_INDICATION .....cooiiictiriiiatrrrrsnresssssr e s sssnn e s ssssss e s sassss s sas s s e s asssns e s sasns e s sainanensassnsensnnnesans 103
B.16 ROUTING_LOST_IMESSAGE ........cccooiiiiiririinnrrr s s s ssssss s sss s s sssssns s ssssss s ssssnnssssninnssssnsanenans 103
271 o1 o T | o 37/ 104



EN 13321-2:2006 (E)

Foreword

This document (EN 13321-2:2006) has been prepared by Technical Committee CEN/TC 247 “Building
Automation, Control and Building Management”, the secretariat of which is held by SNV.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by April 2007, and conflicting national standards shall be withdrawn at the
latest by April 2007.

This document supersedes ENV 13321-2:2000 Data communication for HYAC application - Automation net -
Part 2: EIBnet.

This document also supersedes parts BatiBUS, EHS and EIB of ENV 13154-1:1998.

Whereas ENV 13321-2:2000 described the transmission of EIB packets over Ethernet including the frame
encoding this document describes the transmission of HBES packets using the Internet Protocol. Details of
the HBES packet frames are covered in EN 13321-1, [9] Open Data Communication in Building Automation,
Controls and Building Management — Home and Building Electronic Systems — Part 1: Product and System
Requirements, removing the need to explicitly describe the HBES frames in this document.

This document is part 2 of the EN 13321 series of European Standards under the general title Open data
communication in building automation, controls and building management - Home and building electronic
systems, which will comprise the following parts:

Part 1: Product and system requirements
Part 2: KNXnet/IP communication

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to implement this European Standard: Austria, Belgium, Cyprus, Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden,
Switzerland and United Kingdom.
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Introduction

This standard is intended for design of new buildings and retrofit of existing buildings for an acceptable indoor
environment, practical energy conservation and efficiency.

This standard defines the integration of KNX protocol implementations within the Internet Protocol (IP) named
KNXnet/IP or EIBnet/IP for continuity with ENV 13221-2:2000 (EIBnet) as defined by CEN/TC 247. EIBnet
was introduced as an expansion of EIB into the information technology realm and was incorporated as a
building controls technology in CEN/TC 247. EIBnet/IP is the logical successor to EIBnet. As EIB has become
a part of KNX, this standard is called KNXnet/IP.

This specification defines a standard protocol, which is implemented within KNX devices, the EIB Tool
Software Next Generation (ETS NG) and other implementations to support KNX data exchange over IP
networks. In fact, KNXnet/IP provides a general framework, which accommodates several specialized
“Service Protocols” in a modular and extendible fashion.
o The KNXnet/IP specification consists of these clauses:

— Clause 1, Overview

— Clause 2, Core Specification

— Clause 3, Device Management

— Clause 4, Tunnelling

— Clause 5, Routing

Additional clauses may be added to the KNXnet/IP specification in the future at which time Clause 1
“Overview” as well as Annex A shall be updated.

KNXnet/IP supports different software implementations on top of the protocol. Specifically these software
implementations can be Building Management, Facility Management, Energy Management, or simply Data
Base and SCADA (Supervision, Control and Data Acquisition) packages.

Most of these packages need to be configured for the specific user application. In order to simplify this
process and cut cost for engineering, KNXnet/IP provides simple engineering interfaces, namely a description
“language” for the underlying KNX system. This may be done off-line, e.g. generated as an ETS export file, or
on-line by a mechanism that self-describes the underlying KNX system (reading data from the system itself).

In conjunction with the EIB/KNX-to-BACnet mapping described in EN ISO 16484-5 [11] EIB/KNX installations
can very easily be integrated into BACnet system environments.

o  KNXnet/IP supports

— On-the-fly change-over between Operational modes (configuration, operation);
— Event driven mechanisms;

— Connections with a delay time greater than tgg_yransfer timeout
(e.g. network connection via satellite).

Clause 1, Overview

Clause 1 “Overview” provides a general overview of KNXnet/IP and covers security considerations.
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Clause 2, Core specification

Clause 2 “Core Specification” defines a standard protocol, which is implemented within KNXnet/IP devices
and the EIB Tool Software Next Generation (ETS NG) to support KNX data exchange over IP networks.

This specific implementation of the protocol over the Internet Protocol (IP) is called KNXnet/IP.
This specification addresses:

— Definition of data packets sent over the IP host protocol network for KNXnet/IP communication
— Discovery and self-description of KNXnet/IP servers

— Configuring and establishing a communication channel between a KNXnet/IP client and a KNXnet/IP
server

Clause 3, Device Management

Clause 3 “Device Management” defines services for remote configuration and remote management of
KNXnet/IP servers.

Clause 4, Tunneling

Clause 4 “Tunnelling” defines services supporting all ETS functions for download, test, and analysis of KNX
devices on KNX networks connected via KNXnet/IP servers. This includes changes of single KNX device
object properties.

Tunnelling assumes that a data transmission round-trip between ETS or any other KNXnet/IP Tunnelling client
and KNXnet/IP servers takes less than tknx transfer timeouts:

It describes direct communication between ETS and target BCU with single telegrams exchanged between
both (like iIETS). This mode also allows for change of properties in devices.

Clause 5, Routing

Clause 5 “Routing” defines services, which route KNX telegrams between KNXnet/IP servers through the IP
network.
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1 Scope

This specification defines the integration of KNX protocol implementations on top of Internet Protocol (IP)
networks, called KNXnet/IP. It describes a standard protocol for KNX devices connected to an IP network,
called KNXnet/IP devices. The IP network acts as a fast (compared to KNX transmission speed) backbone in
KNX installations.

e Widespread deployment of data networks using the Internet Protocol (IP) presents an opportunity to
expand building control communication beyond the local KNX control bus providing:

— Remote configuration

— Remote operation (including control and annunciation)

— Fast interface from LAN to KNX and vice versa

— WAN connection between KNX systems (where an installed KNX system is at least one line)

o A KNXnet/IP system contains at least these elements:

— one EIB line with up to 64 (255) EIB devices
OR
one KNX segment (KNX-TP1, KNX-TP0O, KNX-RF, KNX-PL110, KNX-PL132),

— a KNX-to-IP network connection device
(called KNXnet/IP server),

and typically additional

— software for remote functions residing on e.g. a workstation
(may be iETS, data base application, BACnet Building Management System, browser, ...).

Figure 1 shows a typical scenario where a KNXnet/IP client (e.g. running ETS) accesses multiple KNX
installed systems or KNX subnetworks via an IP network. The KNXnet/IP client may access one or more
KNXnet/IP servers at a time. For subnetwork routing server-to-server communication is possible.
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Figure 1 — Device types and configuration examples

2 Normative references

Not applicable.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
subnet

portion of a network that shares a common address component known as the "subnet address". Different
network protocols specify the subnet address in different ways

3.2
Engineering Tool Software (ETS)

software used to configure KNX devices

3.3
Host Protocol Address Information (HPAI)

represents the Host Protocol Address Information structure. This structure holds the IP host protocol address
information and is used to address a KNXnet/IP endpoint on another KNXnet/IP device



