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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 17963 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 38, Distributed application platforms and services (DAPS).
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Copyright Notice
Copyright © 2006—2012 Distributed Management Task Force, Inc. (DMTF). All rights reserved.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability. Members and non-members may reproduce DMTF specifications and
documents, provided that correct attribution is given. As DMTF specifications may be revised from time to
time, the particular version and release date should always be noted.

Implementation of certain elements of this standard or proposed standard may be subject to third party
patent rights, including provisional patent rights (herein "patent rights"). DMTF makes no representations
to users of the standard as to the existence of such rights, and is not responsible to recognize, disclose,
or identify any or all such third party patent right, owners or claimants, nor for any incomplete or
inaccurate identification or disclosure of such rights, owners or claimants. DMTF shall have no liability to
any party, in any manner or circumstance, under any legal theory whatsoever, for failure to recognize,
disclose, or identify any such third party patent rights, or for such party’s reliance on the standard or
incorporation thereof in its product, protocols or testing procedures. DMTF shall have no liability to any
party implementing such standard, whether such implementation is foreseeable or not, nor to any patent
owner or claimant, and shall have no liability or responsibility for costs or losses incurred if a standard is
withdrawn or modified after publication, and shall be indemnified and held harmless by any party
implementing the standard from any and all claims of infringement by a patent owner for such
implementations.

For information about patents held by third-parties which have notified the DMTF that, in their opinion,
such patent may relate to or impact implementations of DMTF standards, visit
http://www.dmtf.org/about/policies/disclosures.php.
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Foreword

The Web Services for Management (WS-Management) Specification (DSP0226) was prepared by the
WS-Management sub-group of the WBEM Infrastructure & Protocols Working Group.

This International Standard makes use of functionality similar to the following W3C
Recommendations:

e Web Services Eventing (WS-Eventing)
o Web Services Transfer (WS-Transfer)
o Web Services Enumeration (WS-Enumeration)

These W3C Recommendations were not available at the time WS-Management was defined, and
similar functionality was incorporated directly into provisions of the WS-Management specification.
Future revisions of WS-Management might incorporate these functions by External Reference to
these W3C Recommendations

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and
systems management and interoperability.
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Web Services for Management (WS-Management)
Specification

1 Scope

The Web Services for Management (WS-Management) Specification describes a Web services
protocol based on SOAP for use in management-specific domains. These domains include the
management of entities such as PCs, servers, devices, Web services and other applications, and
other manageable entities. Services can expose only a WS-Management interface or compose the
WS-Management service interface with some of the many other Web service specifications.

A crucial application for these services is in the area of systems management. To promote
interoperability between management applications and managed resources, this specification
identifies a core set of Web service specifications and usage requirements that expose a common set
of operations central to all systems management. This includes the ability to do the following:

o  Get, put (update), create, and delete individual resource instances, such as settings and
dynamic values

e  Enumerate the contents of containers and collections, such as large tables and logs
e  Subscribe to events emitted by managed resources

e  Execute specific management methods with strongly typed input and output parameters

In each of these areas of scope, this specification defines minimal implementation requirements for
conformant Web service implementations. An implementation is free to extend beyond this set of
operations, and to choose not to support one or more of the preceding areas of functionality if that
functionality is not appropriate to the target device or system.

This specification intends to meet the following requirements:

e  Constrain Web services protocols and formats so that Web services can be implemented
with a small footprint in both hardware and software management services.

¢  Define minimum requirements for compliance without constraining richer implementations.
e  Ensure backward compatibility and interoperability with WS-Management version 1.0.

e  Ensure composability with other Web services specifications.

2 Normative References

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

IETF RFC 2616, R. Fielding et al, Hypertext Transfer Protocol (HTTP 1.1), June 1999,
http://www.ietf.org/rfc/rfc2616.txt

IETF RFC 2818, E. Rescorla, HTTP over TLS (HTTPS), May 2000, http://www.ietf.org/rfc/rfc2818.txt

IETF, RFC 3986, T. Berners-Lee et al, Uniform Resource Identifiers (URI): Generic Syntax, August
1998, http://www.ietf.org/rfc/rfc3986.txt

10 DMTF Standard Version 1.1.1
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IETF, RFC 4122, P. Leach et al, A Universally Unique Identifier (UUID) URN Namespace, July 2005,
http://www.ietf.org/rfc/rfc4122.txt

IETF RFC 4178, L. Zhu et al, The Simple and Protected Generic Security Service Application
Program Interface (GSS-API) Negotiation Mechanism, October 2005,
http://www.ietf.org/rfc/rfc4178.txt

IETF, RFC 4559, K. Jaganathan et al, SPNEGO-based Kerberos and NTLM HTTP Authentication in
Microsoft Windows, June 2006, http://www.ietf.org/rfc/rfc4559.ixt

IETF RFC 5646, A. Phillips et al, Tags for Identifying Languages, September 2009,
http://tools.ietf.org/rfc/rfc5646.txt

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,
http://isotc.iso.org/livelink/livelink.exe?func=I11&objld=4230456 &objAction=browse&sort=subtype

OASIS, A. Nadalin et al, Web Services Security Username Token Profile 1.0, March 2004,
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0.pdf
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3 Terms and Definitions

For the purposes of this document, the following terms and definitions apply. The fact that a
normative term such as "shall", “shall not”, “should”, “should not”, “may”, or “need not” may be used in
text which does not have an associated rule number does not mean that the text is not normative.

31
can
used for statements of possibility and capability, whether material, physical, or causal

3.2
cannot
used for statements of possibility and capability, whether material, physical, or causal

3.3
conditional

indicates requirements to be followed strictly to conform to the document when the specified
conditions are met

3.4
mandatory

indicates requirements to be followed strictly to conform to the document and from which no deviation
is permitted

3.5
may
indicates a course of action permissible within the limits of the document

3.6
need not
indicates a course of action permissible within the limits of the document

3.7
optional
indicates a course of action permissible within the limits of the document

3.8
shall

indicates requirements to be followed strictly to conform to the document and from which no deviation
is permitted

3.9
shall not

indicates requirements to be followed strictly to conform to the document and from which no deviation
is permitted
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