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Endorsement notice

The text of the International Standard IEC 61784-3-8:2016 was approved by CENELEC as a
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Annex ZA
(normative)
Normative references to international publications

with their corresponding European publications
The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.
NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
www.cenelec.eu.

Publication Year Title EN/HD Year
IEC 60204-1 - Safety of machinery - Electrical equipment - -

of machines - Part 1: General

requirements

IEC 61131-2 2007 Programmable controllers -- Part 2: EN 61131-2 2007
Equipment requirements and tests
IEC 61158 series  Industrial communication networks - EN 61158 series

Fieldbus specifications - Part 1: Overview
and guidance for the IEC 61158 and IEC
61784 series
IEC 61158-2 - Industrial communication networks - EN 61158-2
Fieldbus specifications - Part 2: Physical
layer specification and service definition
IEC 61158-3-18 - Industrial communication networks - EN 61158-3-18 -
Fieldbus specifications - Part 3-18: Data-
link layer service definition - Type 18
elements
IEC 61158-4-18 - Industrial communication networks - EN 61158-4-18 -
Fieldbus specifications -- Part 4-18: Data-
link layer protocol specification - Type 18
elements
IEC 61158-5-18 - Industrial communication networks - EN 61158-5-18 -
Fieldbus specifications -- Part 5-18:
Application layer service definition - Type
18 elements
IEC 61158-5-23 - Industrial communication networks - EN 61158-5-23 -
Fieldbus specifications - Part 5-23:
Application layer service definition - Type
23 elements
IEC 61158-6-18 - Industrial communication networks - EN 61158-6-18 -
Fieldbus specifications - Part 6-18:
Application layer protocol specification -
Type 18 elements
IEC 61158-6-23 - Industrial communication networks - EN 61158-6-23 -
Fieldbus specifications - Part 6-23:
Application layer protocol specification -
Type 23 elements
Electrical equipment for measurement, EN 61326-3-1
control and laboratory use - EMC
requirements - Part 3-1: Immunity
requirements for safety-related systems
and for equipment intended to perform
safety-related functions (functional safety)
- General industrial applications

IEC 61326-3-1
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IEC 61326-3-2

IEC 61508

IEC 61511

IEC 61784-1

IEC 61784-2

IEC 61784-3

IEC 62061

IEEE 802.3

series

series

Electrical equipment for measurement, -

control and laboratory use - EMC

requirements - Part 3-2: Immunity

requirements for safety-related systems

and for equipment intended to perform

safety-related functions (functional safety)

- Industrial applications with specified
electromagnetic environment

Functional safety of EN 61508
electrical/electronic/programmable

electronic safety-related systems -- Part 1:

General requirements

Functional safety - Safety instrumented EN 61511
systems for the process industry sector -

Part 1: Framework, definitions, system,

hardware and application programming

requirements

Industrial communication networks - EN 61784-1
Profiles - Part 1: Fieldbus profiles
industrial communication networks - EN 61784-2

Profiles - Part 2: Additional fieldbus profiles

for real-time networks based on ISO/IEC

8802-3

Industrial communication networks - EN 61784-3
Profiles - Part 3: Functional safety

fieldbuses - General rules and profile

definitions

Safety of machinery - Functional safety of EN 62061
safety-related electrical, electronic and
programmable electronic control systems

IEEE Standard for Information technology --

Specific requirements - Part 3: Carrier

Sense Multiple Access with Collision

Detection (CMSA/CD) Access Method and

Physical Layer Specifications

series

series



-2- EVS-EN 61784-3-8:2017

CONTENTS

O T T 1 P 7
O 12 1o Yo Lo {0} o 9
0.1 LT =Y = = 9
0.2 Patent declaration ... 11

1 ST oo 01PN 12
2 NOIMALIVE TEIEIENCES. ... ittt 12
3  Terms, definitions, symbols, abbreviated terms and conventions.....................coooeni. 13
3.1 Terms and definitioNs ... ..o s 13
3.1.1 Common terms and definitions ..o 14
3.1.2 CPF 8: Additional terms and definitions ... 20

3.2 Symbols and abbreviated terms..........coooiiiiii 21
3.2.1 Common symbols and abbreviated terms.............cooiii 21
3.2.2 CPF 8: Additional symbols and abbreviated terms..............ocooiiiiiiin, 22

3.3 107010 1V 7=Y o 1o o 1< PP 22

I O 1 1Y VT 22
Lo T 7= o =Y - Y 22
6  Safety communication [aYer SEIVICES .......oiuiiiiiie e 23
7  Safety communication [ayer protoCol ..........coouiiiiiiiii i 23
8  Safety communication layer management...... ..o 23
O SyStemM reqUIrEMENES L. e 23
10 AS S SN L ittt eaas 23
T s T 0 o b PPN 23
R B oo o LYl s O i B S 23
11.2  Normative references — FSCP 8/1.. .o 23
11.3 Terms, definitions, symbols, abbreviated terms and conventions — FSCP 8/1........ 23
11.4  Overview of FSCP 8/1 (CC-Link Safety™ ) ......ciiiii e 23
T1.5  General — FSCP B8/ oo e 24
11.5.1 External documents providing specifications for the profile............................ 24
11.5.2 Safety functional requirements ..., 24
11.5.3 Safety MEASUIES ... 24
11.5.4 Safety communication layer structure ............oooooiiii 26
11.5.5 Relationships with FAL (@nd DLL, PhL).....oiuiiiii e 26
11.6  Safety communication layer services for FSCP 8/1.........coiiiiiiiiiii, 27
11.6.1 7= 1= =Y 27
11.6.2 S A S E S ittt 27
11.6.3 S A R S e 28
11.6.4 Process data SAR ASES ... 28

11.7 Safety communication layer protocol for FSCP 8/1 ..., 29
11.7.1 Safety PDU fOrmat ... 29
11.7.2 State desSCriplion ... 36
11.8 Safety communication layer management for FSCP 8/1 ............ooiiiiiiiiiiiinnn, 40
11.8.1 LY o 1= = 40
11.8.2 Connection establishment and confirmation processing...........cc.coooiiini, 41
11.8.3 Safety slave verification ... 41

11.9 System requirements for FSCP 8/1 .. .. 42



EVS-EN 61784-3-8:2017 -3-

11.9.1 Indicators and SWItChes ... ... 42
11.9.2 Installation gUIdENES... ... 43
11.9.3 Safety function response time ... 43
11.94 Duration of demands ... ..o e 45
11.9.5 Constraints for calculation of system characteristics ..............cocooeeiiiinn. 45
11.9.6 MaiNtENANCE . ... e 46
11.9.7 Safety Manual ... 47
11.10 AssessmeNnt for FSCP 8/ ... e 47
D S T O e T PPN 47
121 SCOPE — FSCP 8/, e 47
12.2  Normative references — FSCP 8/2.. ... 47
12.3 Terms, definitions, symbols, abbreviated terms and conventions — FSCP 8/2........ 47
12.4 Overview of FSCP 8/2 (CC-Link IE™ Safety communication function) .................. 47
12.5  General — FSCP 8/2 ... 48
12.5.1 External documents providing specifications for the profile............................ 48
12.5.2 Safety functional requirements ..., 48
12.5.3 SafElY MEBASUIES (. e 49
12.5.4 Safety communication layer structure ..., 53
12.5.5 Relationships with FAL (@and DLL, PhL).....oiiiiii e 54
12.6  Safety communication layer services for FSCP 8/2.................. 54
12.6.1 GENEIAI .o 54
12.6.2 Connection reestablishment services.........ccoocoiiiiiiiiii 54
12.6.3 Data transSmisSSiON SEIVICES . .. o i it e 55
12.6.4 Connection termination notification Services ...........cccovviiiiiiiiiiine e 56
12.7  Safety communication layer protocol for FSCP 8/2.............., 56
12.7 .1 Safety PDU format ... 56
12.7.2 Safety FAL service protocol machine (SFSPM) .......ccoooiiiiiiiiiiiee, 62
12.8 Safety communication layer management for FSCP 8/2 ..., 85
12.8.1 Parameter Definitions. ..o 85
12.8.2 Parameter SetUPD ... 89
12.8.3 ManNagemMENTt SEIVICES ..ot 89
12.9 System requirements for FSCP 8/2.......o i 92
12.91 Indicators and SWItCNES ... ...ciuiiiiii 92
12.9.2 Installation guUIdelines. ... ... e 94
12.9.3 Safety function response time ..., 94
12.9.4 Duration of demMandsS .. ..o e 95
12.9.5 Constraints for calculation of system characteristics ............c..cooiiiin, 95
12.9.6 MaINTENANCE ..ot 97
12.9.7 Safety Manual ... 97
12.10 Assessment for FSCP 8/2. ... e 98
Annex A (informative) Additional information for functional safety communication
PrOfilES Of CPF 8. e e e e e 99
A1 Hash function calculation for FSCP 8/1 ... 99
A.2 Hash function calculation for FSCP 8/2.......ciuiiiiiii e 99
A.3 Meaning of response time calculation formula for FSCP 8/2 .............ccoiiiiiiiin.. 99
Annex B (informative) Information for assessment of the functional safety
communication profiles of CPF 8. ... 100

Bl Og AP Y e e 101



-4 - EVS-EN 61784-3-8:2017

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)................c.ccoceean. 9
Figure 2 — Relationships of IEC 61784-3 with other standards (process) ............coccvvviinennnn. 10
Figure 3 — Relationship between SCL and the other layers of IEC 61158 Type 18 ................ 26
Figure 4 — State diagram. ... 37
Figure 5 — Detection of unintended repetition ..o 50
Figure 6 — Detection of iNCOrrect SEQUENCE..... ..o s 51
Figure 7 — Detection Of 0SS ... 51
Figure 8 — Detection of unacceptable delay by time stamps ...........coooiii, 52
Figure 9 — Detection of unacceptable delay by timer..........coooiiiiiiiii 53
Figure 10 — Protocol HIierarChy .........ouiiiii e 54
Figure 11 — Safety PDU STrUCIUre ... ..o e 57
Figure 12 — CTRL Configuration ... e 57
Figure 13 — SASE-M and SASE-S TS .. it ees 60
Figure 14 — S-Data during safety refresh ..o 60
Figure 15 — S-Data not during safety refresh ..., 61
Figure 16 — S-Data header configuration ... 61
Figure 17 — CRC CalCUlation..........iii e e e e e 62
Figure 18 — Communication MOAEIS.........iuiiiiii e 62
Figure 19 — SFSPM state transition diagram..........oooiiiiiiii e 63
Figure 20 — Connection establishment SeqUENCE ..o 65
Figure 21 — Communication sequence during safety refresh communication......................... 65
Figure 22 — Offset measurement and generation sequence during safety refresh
COMMUNICATION et e ettt ettt ettt e e e e e e e eees 66
Figure 23 — SFSPM-M state transition diagram ... 67
Figure 24 — Sequence other than during safety refresh ..., 70
o [0 oY R T T 0o o o L= o 4 =Y o P 71
Figure 26 — S-InitConfirmNetPImM-req ..o e 71
Figure 27 — net prm st . 72
Figure 28 — S-INitVerifyStNPImM-req .. ..o e 72
Figure 29 — st prm LISt oo e 72
Figure 30 — S-INVOKEFUNC-TEQ .. .ttt aae e 73
Figure 31 — S-WriteErrorInfo-req ... ..o e 73
Figure 32 — date_and_time_of OCCUIreNCe ........ .o 74
Figure 33 — SFSPM-S state transition diagram ...........ccoooiiiiiiiiii e 75
Figure 34 — Sequence other than during safety refresh ... 80
FIQUIrEe 35 — S-C 0NN O - S o ettt 80
Figure 36 — S-INitConfirmNetPIrmM-rSp ... ..o 81
Figure 37 — S-INitVerify SN P ImM-rSD ... e 81
Figure 38 — S-InNVOKEFUNC TSP .. vt 82
Figure 39 — Offset calculation procedure of safety CloCk ..........ccocoiiiiiiiii, 83
Figure 40 — Relationship between transmission interval fluctuation and

IransSMISSION _INtErVal ... e s 86
Figure 41 — Calculation of allowable_refresh_interval ... 88

Figure 42 — Calculation of allowable_delay ...........cooiiiiiii e, 89



EVS-EN 61784-3-8:2017 -5-

Figure 43 — Calculation of response time between safety PLCS.........ccooiiiiiiiiiii, 94
Figure 44 — Relationship between safety connections and residual errorrate ....................... 97
Figure A.1 — allowable_delay and offset calculation deviation ..................c.coi, 99
Table 1 — Selection of the various measures for possible errors.............ccocoociiiiiiiiiiicinn. 25
Table 2 — M1 safety device manager attribute format................cooii 30
Table 3 — S1 safety device manager attribute format ... 30
Table 4 — M1 safety connection manager attribute format ...............coo 30
Table 5 — S1 safety connection manager attribute format................cooiii 30
Table 6 — M1 safety cyclic transmission attribute format ..., 31
Table 7 — S1 safety cyclic transmission attribute format................oooii 31
Table 8 — M1 safety device manager attribute encoding...........coooiiiiiiiii i 32
Table 9 — S1 safety device manager attribute encoding .........cooiiiiiiiiiii i 32
Table 10 — M1 safety connection manager attribute encoding ..............coooiiiii . 32
Table 11 — S1 safety connection manager attribute encoding..........ccoooiiiiiiiii 33
Table 12 — M1 safety cyclic transmission attribute encoding.........c..coooiiiiiii 33
Table 13 — S1 safety cyclic transmission attribute encoding............coooviiiiiii i 35
Table 14 — Safety master monitor timer operation..............cooii i, 39
Table 15 — Safety slave monitor timer operation ... 39
Table 16 — Safety data monitor timer operation............coo i 39
Table 17 — Details of connection establishment and confirmation processing........................ 41
Table 18 — Details of slave information verification processing...........c.coooviiiiiiiiiiiiiiciieen, 41
Table 19 — Details of safety slave parameter transmission processing..........ccccoveevieieiiinnannes 42
Table 20 — MONItOr LEDS. . ... e e e 43
Table 21 — Safety function response time calculation...............coooiiiiiii 44
Table 22 — Safety function response time definition of terms.............cocoiii 44
Table 23 — Number of occupied slots and safety data ..o 45
Table 24 — Residual error rate A (occupied SIots = 1).. ..o 46
Table 25 — Residual error rate A (occupied SIOtS = 2)......ciiiiiiii e 46
Table 26 — Selection of the various measures for possible errors...............coociiiiiiii, 49
TaDIE 27 — S-S A e e 54
Table 28 — SS-ReS A ... e 55
Table 29 — SS-INVOKEFUNC .. ... e e e e et eeas 55
Table 30 — SS-REAG ....ceiiiiiiii e 55
BLIE= 101 LTS B s 1 T L 1 - 56
Table 32 — SS-TermMiINate ... e 56
Table 33 — Safety PDU €lemMentS......ocuiiiiii e 57
Table 34 — CTRL EIMENTS ..ouiii e e 58
Table 35 — State lISt ..o e 63
Table 36 — SFSPM-M timMers ..o e e 67
Table 37 — SFSPM-M state transition table ... 67
Table 38 — sUPPOrt _fUNCLIONS ....ouii e e e e 71

Table 39 — EITOr_CatEgOIY oo i e 74



-6- EVS-EN 61784-3-8:2017

Table 40 — error_category fOr AL ErTOrS ... e e 74
=101 LT N B =T o o] o o Yo [P 74
Table 42 — SFESPM-S timMers oo e e 76
Table 43 — SFSPM-S state transition table ... 76
Table 44 — Parameters used by safety communication layer ............c.cooooiiiiiiii i 85
Table 45 — SM-SetSafetyStationInfo. ... 89
Table 46 — Safety station information setting parameters of SM-SetSafetyStationinfo........... 90
Table 47 — SM-SetSafetyNetworkParameter........ ..o 90
Table 48 — Safety network parameters of SM-SetSafetyNetworkParameter .......................... 90
Table 49 — SM-GetSafetyStationInfo ... ... 91
Table 50 — Safety station information parameters of SM-GetSafetyStationInfo (Request)...... 91
Table 51 — Safety station information parameters of SM-GetSafetyStationlnfo

[ NEET o 1o E-T = PP 91
Table 52 — SM-GetSafetyNetworkParameter..........cooii i 92
Table 53 — Parameters of SM-GetSafetyNetworkParameter request...............ccooeiiiiiinnn, 92
Table 54 — Parameters of SM-GetSafetyNetworkParameter response ..........cc.coooiiiiiinninne. 92
Table 55 — MONItOr LEDS .. ... e e 93

Table 56 — Communication port monitor LEDS ..o, 93



EVS-EN 61784-3-8:2017 -9-

0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus fieldbus enhancements continue to emerge, addressing applications for areas
such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication layers (profiles and
corresponding protocols) based on the communication profiles and protocol layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover electrical safety and
intrinsic safety aspects.

Figure 1 shows the relationships between this standard and relevant safety and fieldbus
standards in a machinery environment.

e i A
Product standards : i
! 1ISO 12100 !
IEC 61496 ||IEC 61131-6|| IEC 61800-5-2 ISO 102181 1 General principles for design — i
Safetyf. e.g. Safety for Safety functions Safety requirements || | Risk assessment and risk reduction '
light curtains PLC for drives for robots ! I
1
1 1
oo oo : h 4 :
IEC 61784-4 IEC 62443 : Design of safety-related electrical, electronic and program- |
Security Security X mable electronic control systems (SRECS) for machinery '
(profile-specific) (common part) ! !
1
4 : SIL based PL based !
IEC 61784-5 IEC 61918 : —— 1
Installation guide | Installation guide b NG N | _ .| _Designobjective |
(profile-specific) (common part) “ i ] v Applicable standards i
—Th ¥ '
IEC 61000-1-2 | : |_IEC 60204-1 .
i |Safety of electrical ISO 13849 !
Methods | : I
v v v I equipment Safety-related parts I
I - 1
< IEC 61000-6-7 | —— Sz !
IEC 61784-3 GenericEMC &FS | H |
IEC/TR 62685 ' - i i
Functional safety ” IEC 61 326'3'1 E US: NFPA 79 IO EEEIED i
communication EMC & FS I (2012) Electrical !
profiles » : i
I |
I 1
| ! v v '
I ' i
IEC 61158 ! IEC 62061 % '
IEC 61784-1 IEC 61508 | Functional safety | :
IEC 61784-2 Functional safety (FS) > for machinery |
Fieldbus for use in (basic standard) ' (SRECS) |
industrial control systems ' '
| e o o o o o o e e e o e e o o o === 1
Key |:| (yellow) safety-related standards
|:| (blue) fieldbus-related standards
E (dashed yellow) this standard IEC

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)

Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.
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Product standards I'I
IEC 61496 (|IEC 61131-6|| IEC 61800-5-2 1ISO 102181 i
Safetyf. e.g. Safety for Safety functions Safety requirements ]
light curtains PLC for drives for robots ,

IEC 617344 IEC 62443

Security Security
(profile-specific) (common part)

See safety standards for machinery
i (Figure 1)

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) (common part)

Valid also in process industries,

_____

IEC/TR 62685
Functional safety 1—'

communication

l | I whenever applicable
v_ |IEC 61326-3-2% | :
EMC and h
IEC 61784-3 functional safety | !

profles p&— | = TTTTTTTTooomooooes i """""""""""""""
* US
> - ISA-84.00.01
1 > “-- >
IEC 61158 IEC 61511%) (3 parts = modified
IEC 61784-1 Functional safety — IEC61511)
IEC 61784-2 IEC 61508 > Safei){ instr;,lmtieﬁted
Fieldbus for use in Functional safety rocsgssjr%i;;r s?ector «-_| DE:VDI2180
industrial control systems (basic standard) P v Part 1-4
Key |:| (yellow) safety-related standards
ue) fieldbus-related standards
1 (blue) fieldbus-related standard
l:l (dashed yellow) this standard IEC

8 For specified electromagnetic environments; otherwise IEC 61326-3-1 or IEC 61000-6-7.

b EN ratified.

Figure 2 — Relationships of IEC 61784-3 with other standards (process)

Safety communication layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile (FSCP) within this system — implementation of a functional
safety communication profile in a standard device is not sufficient to qualify it as a safety
device.

This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;
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— functional safety communication profiles for several communication profile families in
IEC 61784-1 and IEC 61784-2, including safety layer extensions to the communication
service and protocols sections of the IEC 61158 series.

0.2 Patent declaration
The International Electrotechnical Commission (IEC) draws attention to the fact that it is

claimed that compliance with this document may involve the use of a patent concerning
FSCP 8/2 given in Clause 12 as follows:

JP 2012-533784
US 13/82 NE3 Communication apparatus and delay detecting
DE 112010005881.4 [MEC] method

KR 10-2013-7006469

CN 201080069108.6

IEC takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with
applicants throughout the world. In this respect, the statement of the holder of this patent right
is registered with IEC. Information may be obtained from:

Mitsubishi Electric Corporation
[MEC] Corporate Licensing Division

2-7-3 Marunouchi, Chiyoda-ku
Tokyo 100-8310 Japan

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up-to-date information concerning patents.





