
Whistleblowing management 
systems — Guidelines
Systèmes de management des alertes — Lignes directrices

© ISO 2021

INTERNATIONAL 
STANDARD

ISO
37002

First edition
2021-07

Reference number
ISO 37002:2021(E)

This document is a preview generated by EVS



﻿

ISO 37002:2021(E)
﻿

ii� © ISO 2021 – All rights reserved

COPYRIGHT PROTECTED DOCUMENT

©  ISO 2021
All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may 
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting 
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address 
below or ISO’s member body in the country of the requester.

ISO copyright office
CP 401 • Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

This document is a preview generated by EVS



﻿

ISO 37002:2021(E)
﻿

Foreword...........................................................................................................................................................................................................................................v
Introduction.................................................................................................................................................................................................................................vi
1	 Scope.................................................................................................................................................................................................................................. 1
2	 Normative references....................................................................................................................................................................................... 1
3	 Terms and definitions...................................................................................................................................................................................... 1
4	 Context of the organization........................................................................................................................................................................ 7

4.1	 Understanding the organization and its context........................................................................................................ 7
4.2	 Understanding the needs and expectations of interested parties............................................................... 8
4.3	 Determining the scope of the whistleblowing management system........................................................ 8
4.4	 Whistleblowing management system.................................................................................................................................. 9

5	 Leadership................................................................................................................................................................................................................... 9
5.1	 Leadership and commitment...................................................................................................................................................... 9

5.1.1	 Governing body.................................................................................................................................................................. 9
5.1.2	 Top management...........................................................................................................................................................10

5.2	 Whistleblowing policy.................................................................................................................................................................... 10
5.3	 Roles, responsibilities and authorities............................................................................................................................. 11

5.3.1	 Top management and governing body........................................................................................................11
5.3.2	 Whistleblowing management function......................................................................................................12
5.3.3	 Delegated decision-making.................................................................................................................................. 12

6	 Planning.......................................................................................................................................................................................................................13
6.1	 Actions to address risks and opportunities.................................................................................................................13
6.2	 Whistleblowing management system objectives and planning to achieve them........................13
6.3	 Planning of changes.......................................................................................................................................................................... 14

7	 Support.........................................................................................................................................................................................................................14
7.1	 Resources................................................................................................................................................................................................... 14
7.2	 Competence............................................................................................................................................................................................. 14
7.3	 Awareness................................................................................................................................................................................................. 15

7.3.1	 General................................................................................................................................................................................... 15
7.3.2	 Personnel training and awareness measures.......................................................................................15
7.3.3	 Training for leaders and other specific roles.........................................................................................16

7.4	 Communication.................................................................................................................................................................................... 17
7.5	 Documented information............................................................................................................................................................. 18

7.5.1	 General................................................................................................................................................................................... 18
7.5.2	 Creating and updating documented information..............................................................................18
7.5.3	 Control of documented information............................................................................................................. 18
7.5.4	 Data protection................................................................................................................................................................ 19
7.5.5	 Confidentiality................................................................................................................................................................. 19

8	 Operation...................................................................................................................................................................................................................20
8.1	 Operational planning and control........................................................................................................................................ 20
8.2	 Receiving reports of wrongdoing.......................................................................................................................................... 22
8.3	 Assessing reports of wrongdoing......................................................................................................................................... 23

8.3.1	 Assessing the reported wrongdoing.............................................................................................................23
8.3.2	 Assessing and preventing risks of detrimental conduct..............................................................24

8.4	 Addressing reports of wrongdoing..................................................................................................................................... 25
8.4.1	 Addressing the reported wrongdoing.........................................................................................................25
8.4.2	 Protecting and supporting the whistleblower.....................................................................................26
8.4.3	 Addressing detrimental conduct..................................................................................................................... 26
8.4.4	 Protecting the subject(s) of a report............................................................................................................. 27
8.4.5	 Protecting relevant interested parties........................................................................................................27

8.5	 Concluding whistleblowing cases......................................................................................................................................... 27
9	 Performance evaluation.............................................................................................................................................................................28

© ISO 2021 – All rights reserved� iii

Contents� Page

This document is a preview generated by EVS



﻿

ISO 37002:2021(E)
﻿

9.1	 Monitoring, measurement, analysis and evaluation.............................................................................................28
9.1.1	 General................................................................................................................................................................................... 28
9.1.2	 Indicators for evaluation......................................................................................................................................... 28
9.1.3	 Information sources....................................................................................................................................................29

9.2	 Internal audit.......................................................................................................................................................................................... 30
9.2.1	 General................................................................................................................................................................................... 30
9.2.2	 Internal audit programme..................................................................................................................................... 30

9.3	 Management review......................................................................................................................................................................... 30
9.3.1	 General................................................................................................................................................................................... 30
9.3.2	 Management review inputs.................................................................................................................................. 30
9.3.3	 Management review results................................................................................................................................. 31

10	 Improvement..........................................................................................................................................................................................................31
10.1	 Continual improvement................................................................................................................................................................ 31
10.2	 Nonconformity and corrective action............................................................................................................................... 31

Bibliography..............................................................................................................................................................................................................................33

iv� © ISO 2021 – All rights reserved

This document is a preview generated by EVS



﻿

ISO 37002:2021(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www​.iso​.org/​directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 
any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www​.iso​.org/​patents).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO’s adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www​.iso​.org/​
iso/​foreword​.html.

This document was prepared by Technical Committee ISO/TC 309, Governance of organizations.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www​.iso​.org/​members​.html.
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Introduction

Whistleblowing is the act of reporting suspected wrongdoing or risk of wrongdoing. Studies and 
experience demonstrate that a large proportion of wrongdoing comes to the attention of the affected 
organization via reports from persons within or close to the organization.

Organizations are increasingly considering introducing or improving internal whistleblowing policies 
and processes in response to regulation or on a voluntary basis.

This document provides guidance to organizations for establishing, implementing, maintaining and 
improving a whistleblowing management system, with the following outcomes:

a)	 encouraging and facilitating reporting of wrongdoing;

b)	 supporting and protecting whistleblowers and other interested parties involved;

c)	 ensuring reports of wrongdoing are dealt with in a proper and timely manner;

d)	 improving organizational culture and governance;

e)	 reducing the risks of wrongdoing.

Potential benefits for the organization include:

—	 allowing the organization to identify and address wrongdoing at the earliest opportunity;

—	 helping prevent or minimize loss of assets and aiding recovery of lost assets;

—	 ensuring compliance with organizational policies, procedures, and legal and social obligations;

—	 attracting and retaining personnel committed to the organization’s values and culture;

—	 demonstrating sound, ethical governance practices to society, markets, regulators, owners and 
other interested parties.

An effective whistleblowing management system will build organizational trust by:

—	 demonstrating leadership commitment to preventing and addressing wrongdoing;

—	 encouraging people to come forward early with reports of wrongdoing;

—	 reducing and preventing detrimental treatment of whistleblowers and others involved;

—	 encouraging a culture of openness, transparency, integrity and accountability.

This document provides guidance for organizations to create a whistleblowing management system 
based on the principles of trust, impartiality and protection. It is adaptable, and its use will vary with the 
size, nature, complexity and jurisdiction of the organization’s activities. It can assist an organization to 
improve its existing whistleblowing policy and procedures, or to comply with applicable whistleblowing 
legislation.

This document adopts the “harmonized structure” (i.e. clause sequence, common text and common 
terminology) developed by ISO to improve alignment among International Standards for management 
systems. Organizations may adopt this document as stand-alone guidance for their organization or along 
with other management system standards, including to address whistleblowing-related requirements 
in other ISO management systems.

Figure 1 is a conceptual overview of a recommended whistleblowing management system showing how 
the principles of trust, impartiality and protection overlay all elements of such a system.
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Figure 1 — Overview of a whistleblowing management system

﻿

© ISO 2021 – All rights reserved� vii

This document is a preview generated by EVS



This document is a preview generated by EVS



﻿

Whistleblowing management systems — Guidelines

1	 Scope

This document gives guidelines for establishing, implementing and maintaining an effective 
whistleblowing management system based on the principles of trust, impartiality and protection in the 
following four steps:

a)	 receiving reports of wrongdoing;

b)	 assessing reports of wrongdoing;

c)	 addressing reports of wrongdoing;

d)	 concluding whistleblowing cases.

The guidelines of this document are generic and intended to be applicable to all organizations, 
regardless of type, size, nature of activity, and whether in the public, private or not-for profit sectors.

The extent of application of these guidelines depends on the factors specified in 4.1, 4.2 and 4.3. The 
whistleblowing management system can be stand-alone or can be used as part of an overall management 
system.

2	 Normative references

There are no normative references in this document.

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://​www​.iso​.org/​obp

—	 IEC Electropedia: available at https://​www​.electropedia​.org/​

3.1
management system
set of interrelated or interacting elements of an organization (3.2) to establish policies (3.7) and 
objectives (3.25), as well as processes (3.27) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entry: The management system elements include the organization’s structure, roles and responsibilities, 
planning and operation.

Note 3 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for 
ISO management system standards.
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