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EESTI STANDARDI EESSÕNA NATIONAL FOREWORD 

See Eesti standard EVS-ISO 28000:2022+A1:2024 
sisaldab rahvusvahelise standardi ISO 28000:2022 
„Security and resilience. Security management 
systems. Requirements“ ja selle muudatuse 
A1:2024 identset ingliskeelset teksti. 

This Estonian Standard  
EVS-ISO 28000:2022+A1:2024 consists of the 
identical English text of the International Standard 
ISO 28000:2022 „Security and resilience. Security 
management systems. Requirements“ and its 
amendment A1:2024. 

Ettepaneku rahvusvahelise standardi ümbertrüki 
meetodil ülevõtuks on esitanud EVS/TK 33, 
standardi avaldamist on korraldanud Eesti 
Standardimis- ja Akrediteerimiskeskus. 

Proposal to adopt the International Standard by 
reprint method has been presented by EVS/TK 33, 
the Estonian Standard has been published by the 
Estonian Centre for Standardisation and 
Accreditation. 

Standard EVS-ISO 28000:2022+A1:2024 on 
jõustunud sellekohase teate avaldamisega EVS 
Teatajas. 

Standard EVS-ISO 28000:2022+A1:2024 has been 
endorsed with a notification published in the 
official bulletin of the Estonian Centre for 
Standardisation and Accreditation. 

Muudatusega A1 lisatud või muudetud teksti algus 
ja lõpp on tekstis tähistatud sümbolitega ! ". 

The start and finish of text introduced or altered by 
amendment A1 is indicated in the text by tags  
! ". 

Standard on kättesaadav Eesti Standardimis-ja 
Akrediteerimiskeskusest. 

The standard is available from the Estonian Centre 
for Standardisation and Accreditation. 

 

Käsitlusala 

See dokument määrab kindlaks turvalisuse juhtimissüsteemi nõuded, sealhulgas tarneahelaga seotud 
aspektid. 

See dokument kehtib igat tüüpi ja suurusega organisatsioonidele (nt äriettevõtted, valitsus- või muud 
riigiasutused ja mittetulundusühingud), mis kavatsevad sisse seada, ellu viia, toimivana hoida ja 
parendada turvalisuse juhtimissüsteemi. See pakub terviklikku ja ühtset lähenemisviisi ning pole tööstus- 
ega sektorispetsiifiline. 

Seda dokumenti saab kasutada kogu organisatsiooni eluea jooksul ja seda saab kohaldada mis tahes 
tegevusele, nii sisemisele kui ka välisele, kõigil tasanditel. 
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Tagasisidet standardi sisu kohta on võimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside vormi 
või saates e-kirja meiliaadressile standardiosakond@evs.ee. 

ICS 03.100.01; 03.100.70  

Standardite reprodutseerimise ja levitamise õigus kuulub Eesti Standardimis- ja Akrediteerimiskeskusele 

Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elektroonsesse süsteemi või edastamine ükskõik millises 
vormis või millisel teel ilma Eesti Standardimis- ja Akrediteerimiskeskuse kirjaliku loata on keelatud. 

Kui Teil on küsimusi standardite autoriõiguse kaitse kohta, võtke palun ühendust Eesti Standardimis- ja Akrediteerimiskeskusega: 
Koduleht www.evs.ee; telefon 605 5050; e-post info@evs.ee 

The right to reproduce and distribute standards belongs to the Estonian Centre for Standardisation and Accreditation 

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including 
photocopying, without a written permission from the Estonian Centre for Standardisation and Accreditation. 

If you have any questions about standards copyright protection, please contact the Estonian Centre for Standardisation and 
Accreditation: 
Homepage www.evs.ee; phone +372 605 5050; e-mail info@evs.ee 
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Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO 
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any 
patent rights identified during the development of the document will be in the Introduction and/or on 
the ISO list of patent declarations received (see www.iso.org/patents). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the World 
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see 
www.iso.org/iso/foreword.html. 

This document was prepared by Technical Committee ISO/TC 292, Security and resilience. 

This second edition cancels and replaces the first edition (ISO 28000:2007), which has been technically 
revised, but maintains existing requirements to provide continuity for organizations using the previous 
edition. The main changes are as follows: 

— recommendations on principles have been added in Clause 4 to give better coordination with 
ISO 31000; 

— recommendations have been added in Clause 8 for better consistency with ISO 22301, facilitating 
integration including: 

— security strategies, procedures, processes and treatments; 

— security plans. 

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html. 
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!Amendment A1 Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO 
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO document should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 

ISO draws attention to the possibility that the implementation of this document may involve the use of 
(a) patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed 
patent rights in respect thereof. As of the date of publication of this document, ISO had not received notice 
of (a) patent(s) which may be required to implement this document. However, implementers are 
cautioned that this may not represent the latest information, which may be obtained from the patent 
database available at www.iso.org/patents. ISO shall not be held responsible for identifying any or all 
such patent rights. 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the World 
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see 
www.iso.org/iso/foreword.html. 

This document was prepared by Technical Committee ISO/TC 292, Security and resilience, in accordance 
with Technical Management Board Resolution 75/2023. 

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html." 
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Introduction 

Most organizations are experiencing an increasing uncertainty and volatility in the security environment. 
As a consequence, they face security issues that impact on their objectives, which they want to address 
systematically within their management system. A formal approach to security management can 
contribute directly to the business capability and credibility of the organization. 

This document specifies requirements for a security management system, including those aspects critical 
to the security assurance of the supply chain. It requires the organization to: 

— assess the security environment in which it operates including its supply chain (including 
dependencies and interdependencies); 

— determine if adequate security measures are in place to effectively manage security-related risks; 

— manage compliance with statutory, regulatory and voluntary obligations to which the organization 
subscribes; 

— align security processes and controls, including the relevant upstream and downstream processes 
and controls of the supply chain to meet the organization’s objectives. 

Security management is linked to many aspects of business management. They include all activities 
controlled or influenced by organizations, including but not limited to those that impact on the supply 
chain. All activities, functions and operations should be considered that have an impact on the security 
management of the organization including (but not limited to) its supply chain. 

With regard to the supply chain, it has to be considered that supply chains are dynamic in nature. 
Therefore, some organizations managing multiple supply chains may look to their providers to meet 
related security standards as a condition of being included in that supply chain in order to meet 
requirements for security management. 

This document applies the Plan-Do-Check-Act (PDCA) model to planning, establishing, implementing, 
operating, monitoring, reviewing, maintaining and continually improving the effectiveness of an 
organization’s security management system, see Table 1 and Figure 1. 

Table 1 — Explanation of the PDCA model 

Plan 
(Establish) 

Establish security policy, objectives, targets, controls, processes and  
procedures relevant to improving security in order to deliver results  
that align with the organization’s overall policies and objectives. 

Do 
(Implement and operate) 

Implement and operate the security policy, controls, processes and  
procedures. 

Check 
(Monitor and review) 

Monitor and review performance against security policy and objectives, 
report the results to management for review, and determine and  
authorize actions for remediation and improvement. 

Act 
(Maintain and improve) 

Maintain and improve the security management system by taking  
corrective action, based on the results of management review and  
reappraising the scope of the security management system and  
security policy and objectives. 
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Figure 1 — PDCA model applied to the security management system 

This ensures a degree of consistency with other management system standards, such as ISO 9001, 
ISO 14001, ISO 22301, ISO/IEC 27001, ISO 45001, etc., thereby supporting consistent and integrated 
implementation and operation with related management systems. 

For organizations that so wish, conformity of the security management system to this document may be 
verified by an external or internal auditing process. 
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Security and resilience — Security management systems — 
Requirements 

1 Scope 

This document specifies requirements for a security management system, including aspects relevant to 
the supply chain. 

This document is applicable to all types and sizes of organizations (e.g. commercial enterprises, 
government or other public agencies and non-profit organizations) which intend to establish, implement, 
maintain and improve a security management system. It provides a holistic and common approach and 
is not industry or sector specific. 

This document can be used throughout the life of the organization and can be applied to any activity, 
internal or external, at all levels. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO 22300, Security and resilience — Vocabulary 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in ISO 22300 and the following apply. 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

— ISO Online browsing platform: available at https://www.iso.org/obp 

— IEC Electropedia: available at https://www.electropedia.org/ 

3.1 
organization 
person or group of people that has its own functions with responsibilities, authorities and relationships 
to achieve its objectives (3.7) 

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation, firm, 
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or 
not, public or private. 

Note 2 to entry: If the organization is part of a larger entity, the term “organization” refers only to the part of the 
larger entity that is within the scope of the security management system (3.5). 

3.2 
interested party (preferred term) 
stakeholder (admitted term) 
person or organization (3.1) that can affect, be affected by, or perceive itself to be affected by a decision 
or activity 
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