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European foreword

This document (CEN/TS 18099:2024) has been prepared by Technical Committee CEN/TC 224 “Personal
identification and related personal devices with secure element, systems, operations and privacy in a
multi sectorial environment”, the secretariat of which is held by AFNOR.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN website.

According to the CEN/CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tiirkiye and the
United Kingdom.
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Introduction

Biometric technology is used to identify or verify individuals thanks to their physiological or behavioural
characteristics. Therefore, biometric technologies are often used nowadays as component of a security
system. In a security system, biometrics is usually used to recognize people in order to check if they are
known or not to the system.

From the very beginning in the use of biometrics, potential attacks against such recognition systems were
widely acknowledged by the community. This has given rise to the development of attack detection
solutions, to defeat subversive recognition attempts.

ISO/IEC 30107-1 describes nine points of attacks onto a biometric system, as shown in Figure 1. But, the
ISO/IEC 30107 series deals only with Type 1 attacks, i.e. presentations to the biometric data capture
subsystem with the goal of interfering with the operation of the biometric system. The ISO/IEC 30107
series does not consider within its scope those attacks that are applied outside the front end of the
acquisition system, i.e. those attacks which are not physically presented to the embedded capture device.
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Figure 1 — Examples of points of attack in a biometric system [5]

The emergence of remote identity verification solutions based on biometric (such as facial) recognition
and the use of mobile applications or web browser applications could provide new means of attacking
the recognition process. One of these attacks is the Type 2 attack (see Figure 1), which is based on the
attacker modifying the data flow.

This document is focused on such Type 2 attacks, called Biometric Data Injection Attacks. Such an
injection attack consists in the action of interfering with the biometric system by replacing the original
data sample provided by the user at the biometric data capture device, with another biometric sample,
before the execution of the feature extraction process.

EXAMPLE An injection attack can be the injection of fingerprint image/video in a fingerprint contactless
system.
The feasibility of such digital attacks has been identified by several agencies such as:

— French ANSSI (Agence Nationale de la Sécurité des Systémes d’Information) in remote identity
verification referential called P.V.I.D. [1],
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— European Standards Organization ETSI (European Telecommunications Standards Institute) in their
TS 119 461 which deals with remote identity verification [2],

— European Union Agency for Cybesecurity (ENISA) in “Remote Identity Proofing: Attacks and
Countermeasures” report [3],

— German BSI (Bundesamt fiir Sicherheit in der Informationstechnik) in the Technical Guideline TR-
03147 Assurance Level Assessment of Procedures for Identity Verification of Natural Persons [4],

— Spanish CCN Security Guide for ITC products - Annex F.11: Videoidentification tools [12].

Yet, there is no national or international standard for biometric data injection attacks as there is for
presentation attacks with the already available ISO/IEC 30107 standards or for generic biometric
systems with the ISO/IEC 19792 standard [22].

This standard activity could be a common base for the work undertaken by French ANSSI, Spanish CCN
and ETSI. This standardization gap has also been identified by ENISA (European Network and
Information Security Agency) which has written a report on the vulnerability landscape of the remote
digital identity service providers using biometrics [3].

Thus, this document will provide a foundation for Injection Attack Detection through defining terms and
establishing a framework through which biometric data injection attack events can be specified and
detected so that they can be categorized, detailed and communicated for subsequent biometric system
decision making and performance assessment activities.

Secure elements and any other cryptographic security features are not covered by this document.
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1 Scope

This document provides an overview on:

¢  Definitions on Biometric Data Injection Attack,

e Biometric Data Injection Attack use case on main biometric system hardware for enrolment and
verification,

e Injection Attack Instruments on systems using one or several biometric modalities.

This document provides guidance on:

e System for the detection of Injection Attack Instruments (defined in 3.12),
e Appropriate mitigation risk of Injection Attack Instruments,
e Creation of test plan for the evaluation of Injection Attack Detection system (defined in 3.9).

If presentation attacks testing is out of scope of this document, note that these two characteristics are in
the scope of this document:

e Presentation Attack Detection systems which can be used as injection attack instrument defence
mechanism and/or injection attack method defence mechanism. Yet, no presentation attack testing
will be performed by the laboratory to be compliant with this document (out of scope).

e Bona Fide Presentation testing in order to test the ability of the Target Of Evaluation to correctly
classify legitimate users.

The following aspects are out of scope:

e Presentation Attack testing (as they are covered in [SO/IEC 30107 standards),
e Biometric attacks which are not classified as Type 2 attacks (see Figure 1),

e Evaluation of implementation of cryptographic mechanisms like secure elements,

e Injection Attack Instruments rejected due to quality issues.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

EN ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics (ISO/IEC 2382-37)

ISO/IEC 19795-1, Information technology — Biometric performance testing and reporting — Part 1:
Principles and framework

ISO/IEC 30107-1, Information technology — Biometric presentation attack detection — Part 1:
Framework

ISO/IEC 30107-3, Information technology — Biometric presentation attack detection — Part 3: Testing
and reporting
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