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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 18013-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 17, Cards and personal identification.

ISO/IEC 18013 consists of the following parts, under the general title /nformation technology — Personal
identification — ISO-compliant driving licence:

— Part 1: Physical characteristics and basic data set
— Part 2: Machine-readable technologies
— Part 3: Access control, authentication and integrity validation

—  Part 4: Test methods

© ISO/IEC 2011 — All rights reserved \"
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Introduction

ISO/IEC 18013 establishes guidelines for the design format and data content of an 1SO-compliant driving
licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), machine-readable technologies
(ISO/IEC 18013-2), and access control, authentication and integrity validation (ISO/IEC 18013-3). It creates a
common basis for international use and mutual recognition of the IDL without impeding individual
countries/states to apply their privacy rules and national/community/regional motor vehicle authorities in taking
care of their specific needs.

ISO/IEC 18013-1 defines the basic terms for ISO/IEC 18013, including physical characteristics, basic data
element set, visual layout, and physical security features.

ISO/IEC 18013-2 specifies the technologies that may be used for ISO/IEC 18013, including the logical data
structure and data mapping for each technology.

ISO/IEC 18013-3 specifies the electronic security features that may be incorporated under ISO/IEC 18013,
including mechanisms for controlling access to data, verifying the origin of an IDL, and confirming data
integrity.

This part of ISO/IEC 18013 prescribes requirements for testing the compliance of the machine-readable data

content on an IDL and the mechanisms for controlling access to data recorded in the machine-readable
technology on an IDL with the requirements of ISO/IEC 18013-2 and ISO/IEC 18013-3, respectively.

vi © ISO/IEC 2011 — All rights reserved
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Information technology — Personal identification —
ISO-compliant driving licence —

Part 4:
Test methods

1 Scope

This part of ISO/IEC 18013 specifies the test methods used for conformity testing, that is methods for
determining whether a driving licence can be considered to comply with the requirements of ISO/IEC 18013
for:

e machine-readable technologies (ISO/IEC 18013-2), and

e access control, authentication and integrity validation (ISO/IEC 18013-3).

The test methods specified in this part of ISO/IEC 18013 are based on specifications defined in
ISO/IEC 18013-2 and ISO/IEC 18013-3 and underlying normative specifications.

This part of ISO/IEC 18013 deals with test methods specific to 1SO-compliant driving licence (IDL)
requirements. Test methods applicable to (smart) cards in general (e.g. those specified in the ISO/IEC 10373
series) are outside the scope of this part of ISO/IEC 18013.

Hence, this part of ISO/IEC 18013

e provides IDL implementers with requirements for conformity evaluation,

e provides IDL issuing authorities with requirements for quality assurance, and

e provides test laboratories and test tool providers with test suite requirements.

2 Conformance

Test case specifications described in this part of ISO/IEC 18013 are intended to be performed separately and
independently. A given driving licence document is not required to pass through all the tests sequentially. Also,
not all tests may be applicable to a given implementation.

An IDL is considered to conform to the applicable requirements of ISO/IEC 18013-2 and ISO/IEC 18013-3 if it

passes all associated tests in this part of ISO/IEC 18013. However, passing all applicable tests in this part of
ISO/IEC 18013 does not guarantee that no failures will occur under operational conditions.

© ISO/IEC 2011 — All rights reserved 1
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 3166-1:2006, Codes for the representation of names of countries and their subdivisions — Part 1:
Country codes

ISO/IEC 7816-4:2005, [dentification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 18013-2:2008, Information technology — Personal identification — ISO-compliant driving licence —
Part 2: Machine-readable technologies

ISO/IEC 18013-3:2009, Information technology — Personal identification — ISO-compliant driving licence —
Part 3: Access control, authentication and integrity validation

ISO/IEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Framework —
Part 1: Data element specification

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framework —
Part 3: Patron format specifications

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-2, ISO/IEC 18013-3 and
the following apply.

41

test case

description of test purpose, unique test case identifier, test inputs, test execution conditions, test steps, and
the results required to pass the test

4.2

test case specification
collection of test cases, and general test data applicable to the test cases

5 Abbreviated terms

AA active authentication

AKID authority key identifier

AID application identifier

APDU application protocol data unit
BAP basic access protection

CA chip authentication

CE compact encoding

DF dedicated file

DG data group

DO data object
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