
EESTI STANDARD EVS-EN IEC 62541-14:2020

OPC Unified Architecture - Part 14: PubSub

This document is a preview generated by EVS



EVS-EN IEC 62541-14:2020

Tagasisidet standardi sisu kohta on võimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside
vormi või saates e-kirja meiliaadressile standardiosakond@evs.ee.

ICS 25.040.40, 35.100.05

Standardite reprodutseerimise ja levitamise õigus kuulub Eesti Standardikeskusele

Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elektroonsesse süsteemi või edastamine ükskõik millises
vormis või millisel teel ilma Eesti Standardikeskuse kirjaliku loata on keelatud.

Kui Teil on küsimusi standardite autorikaitse kohta, võtke palun ühendust Eesti Standardikeskusega:
Koduleht www.evs.ee; telefon 605 5050; e-post info@evs.ee

The right to reproduce and distribute standards belongs to the Estonian Centre for Standardisation

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including
photocopying, without a written permission from the Estonian Centre for Standardisation.

If you have any questions about copyright, please contact Estonian Centre for Standardisation:

Homepage www.evs.ee; phone +372 605 5050; e-mail info@evs.ee

EESTI STANDARDI EESSÕNA  NATIONAL FOREWORD

See Eesti standard EVS-EN IEC 62541-14:2020
sisaldab Euroopa standardi EN IEC
62541-14:2020 ingliskeelset teksti.

This Estonian standard EVS-EN IEC
62541-14:2020 consists of the English text of the
European standard EN IEC 62541-14:2020.

Standard on jõustunud sellekohase teate
avaldamisega EVS Teatajas.

Euroopa standardimisorganisatsioonid on teinud
Euroopa standardi rahvuslikele liikmetele
kättesaadavaks 04.09.2020.

This standard has been endorsed with a
notification published in the official bulletin of the
Estonian Centre for Standardisation.

Date of Availability of the European standard is
04.09.2020.

Standard on kättesaadav Eesti
Standardikeskusest.

The standard is available from the Estonian Centre
for Standardisation.

This document is a preview generated by EVS

www.evs.ee
/C:UsersmartinDesktopinfo@evs.ee
http://www.evs.ee/


 
 

 
EUROPEAN STANDARD 

NORME EUROPÉENNE 

EUROPÄISCHE NORM 

 
 EN IEC 62541-14 
  

 
 September 2020 

ICS 25.040.40; 35.100.05     

English Version 

 OPC unified architecture - Part 14: PubSub 
(IEC 62541-14:2020) 

 

Architecture unifiée OPC - Partie 14: PubSub 
(IEC 62541-14:2020) 

 OPC Unified Architecture - Teil 14: Festlegungen zur 
Umsetzung des Publisher-Subscriber-Models 

(IEC 62541-14:2020) 

This European Standard was approved by CENELEC on 2020-08-12. CENELEC members are bound to comply with the CEN/CENELEC 
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration. 

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC 
Management Centre or to any CENELEC member.  

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation 
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the 
same status as the official versions. 

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic, 
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the 
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, 
Turkey and the United Kingdom. 

European Committee for Electrotechnical Standardization  
Comité Européen de Normalisation Electrotechnique 

Europäisches Komitee für Elektrotechnische Normung 

CEN-CENELEC Management Centre: Rue de la Science 23,  B-1040 Brussels 

© 2020 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members. 

  Ref. No. EN IEC 62541-14:2020 E 

This document is a preview generated by EVS



EN IEC 62541-14:2020 (E) 

2 

European foreword 

The text of document 65E/720/FDIS, future edition 1 of IEC 62541-14, prepared by SC 65E "Devices 
and integration in enterprise systems" of IEC/TC 65 "Industrial-process measurement, control and 
automation" was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as 
EN IEC 62541-14:2020. 

The following dates are fixed: 

• latest date by which the document has to be implemented at national 
level by publication of an identical national standard or by endorsement 

(dop) 2021-05-12 

• latest date by which the national standards conflicting with the 
document have to be withdrawn 

(dow) 2023-08-12 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.  

  

Endorsement notice 

The text of the International Standard IEC 62541-14:2020 was approved by CENELEC as a European 
Standard without any modification. 

 

 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



EN IEC 62541-14:2020 (E) 

3 

Annex ZA 
(normative) 

 
Normative references to international publications 
with their corresponding European publications 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) 
applies.  

NOTE 1   Where an International Publication has been modified by common modifications, indicated by (mod), the relevant 
EN/HD applies.  

NOTE 2   Up-to-date information on the latest versions of the European Standards listed in this annex is available here: 
www.cenelec.eu.  

Publication Year Title EN/HD Year 

IEC/TR 62541-1 - OPC unified architecture - Part 1: 
Overview and concepts 

CLC/TR 62541-1 - 

IEC/TR 62541-2 - OPC unified architecture - Part 2: 
Security model 

CLC/TR 62541-2 - 

IEC 62541-3 - OPC Unified Architecture - Part 3: 
Address Space Model 

- - 

IEC 62541-4 - OPC Unified Architecture - Part 4: 
Services 

- - 

IEC 62541-5 - OPC Unified Architecture - Part 5: 
Information Model 

- - 

IEC 62541-6 - OPC Unified Architecture - Part 6: 
Mappings 

- - 

IEC 62541-7 - OPC unified architecture - Part 7: 
Profiles 

EN IEC 62541-7 - 

IEC 62541-8 - OPC Unified Architecture - Part 8: 
Data Access 

EN IEC 62541-8 - 

IEC 62541-12 - OPC unified architecture - Part 12: 
Discovery and global services 

EN IEC 62541-12 - 

ISO/IEC 19464 2014 Information technology - Advanced 
Message Queuing Protocol (AMQP) 
v1.0 specification 

- - 

ISO/IEC 20922 2016 Information technology - Message 
Queuing Telemetry Transport (MQTT) 
v3.1.1 

- - 

IETF RFC 7159 - The JavaScript Object Notation 
(JSON) Data Interchange Format 

- - 

 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



 

IEC 62541-14  
Edition 1.0 2020-07 

INTERNATIONAL 
STANDARD 
NORME 
INTERNATIONALE 

OPC unified architecture –  
Part 14: PubSub  
 
Architecture unifiée OPC –  
Partie 14: PubSub  
 

IE
C

 6
25

41
-1

4:
20

20
-0

7(
en

-fr
) 

  
  

® 
 

 

colour
inside

This document is a preview generated by EVS



 

 
  

 THIS PUBLICATION IS COPYRIGHT PROTECTED 
 Copyright © 2020 IEC, Geneva, Switzerland  
 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form 
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from 
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC 
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or 
your local IEC member National Committee for further information. 
 
Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut être reproduite 
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie 
et les microfilms, sans l'accord écrit de l'IEC ou du Comité national de l'IEC du pays du demandeur. Si vous avez des 
questions sur le copyright de l'IEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez 
les coordonnées ci-après ou contactez le Comité national de l'IEC de votre pays de résidence. 
 

IEC Central Office Tel.: +41 22 919 02 11 
3, rue de Varembé info@iec.ch 
CH-1211 Geneva 20 www.iec.ch 
Switzerland 

 
About the IEC 
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes 
International Standards for all electrical, electronic and related technologies. 
 
About IEC publications  
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the 
latest edition, a corrigendum or an amendment might have been published. 
 
IEC publications search - webstore.iec.ch/advsearchform 
The advanced search enables to find IEC publications by a 
variety of criteria (reference number, text, technical 
committee,…). It also gives information on projects, replaced 
and withdrawn publications. 
 
IEC Just Published - webstore.iec.ch/justpublished 
Stay up to date on all new IEC publications. Just Published 
details all new publications released. Available online and 
once a month by email.  
 
IEC Customer Service Centre - webstore.iec.ch/csc 
If you wish to give us your feedback on this publication or 
need further assistance, please contact the Customer Service 
Centre: sales@iec.ch. 
 

Electropedia - www.electropedia.org 
The world's leading online dictionary on electrotechnology, 
containing more than 22 000 terminological entries in English 
and French, with equivalent terms in 16 additional languages. 
Also known as the International Electrotechnical Vocabulary 
(IEV) online. 
 
IEC Glossary - std.iec.ch/glossary 
67 000 electrotechnical terminology entries in English and 
French extracted from the Terms and Definitions clause of 
IEC publications issued since 2002. Some entries have been 
collected from earlier publications of IEC TC 37, 77, 86 and 
CISPR. 
 
 

 
A propos de l'IEC 
La Commission Electrotechnique Internationale (IEC) est la première organisation mondiale qui élabore et publie des 
Normes internationales pour tout ce qui a trait à l'électricité, à l'électronique et aux technologies apparentées. 
 
A propos des publications IEC  
Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez l’édition la 
plus récente, un corrigendum ou amendement peut avoir été publié. 
 
Recherche de publications IEC - 
webstore.iec.ch/advsearchform 
La recherche avancée permet de trouver des publications IEC 
en utilisant différents critères (numéro de référence, texte, 
comité d’études,…). Elle donne aussi des informations sur les 
projets et les publications remplacées ou retirées. 
 
IEC Just Published - webstore.iec.ch/justpublished 
Restez informé sur les nouvelles publications IEC. Just 
Published détaille les nouvelles publications parues. 
Disponible en ligne et une fois par mois par email. 
 
Service Clients - webstore.iec.ch/csc 
Si vous désirez nous donner des commentaires sur cette 
publication ou si vous avez des questions contactez-nous: 
sales@iec.ch. 

Electropedia - www.electropedia.org 
Le premier dictionnaire d'électrotechnologie en ligne au 
monde, avec plus de 22 000 articles terminologiques en 
anglais et en français, ainsi que les termes équivalents dans 
16 langues additionnelles. Egalement appelé Vocabulaire 
Electrotechnique International (IEV) en ligne. 
 
Glossaire IEC - std.iec.ch/glossary 
67 000 entrées terminologiques électrotechniques, en anglais 
et en français, extraites des articles Termes et Définitions des 
publications IEC parues depuis 2002. Plus certaines entrées 
antérieures extraites des publications des CE 37, 77, 86 et 
CISPR de l'IEC. 
 

 

 

This document is a preview generated by EVS



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IEC 62541-14 
Edition 1.0 2020-07 

INTERNATIONAL 
STANDARD 
NORME 
INTERNATIONALE 

OPC unified architecture –  
Part 14: PubSub  
 
Architecture unifiée OPC –  
Partie 14: PubSub 
 

INTERNATIONAL 
ELECTROTECHNICAL 
COMMISSION 

COMMISSION 
ELECTROTECHNIQUE 
INTERNATIONALE  
ICS 25.040.40; 35.100.05 

 

ISBN 978-2-8322-8577-0 
 

  
  

® Registered trademark of the International Electrotechnical Commission 
 Marque déposée de la Commission Electrotechnique Internationale 

® 
 

 Warning! Make sure that you obtained this publication from an authorized distributor. 
 Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé. 

 

colour
inside

This document is a preview generated by EVS



 – 2 – IEC 62541-14:2020 © IEC 2020 

CONTENTS 

FOREWORD ......................................................................................................................... 10 
1 Scope ............................................................................................................................ 12 
2 Normative references .................................................................................................... 12 
3 Terms, definitions and abbreviated terms ...................................................................... 13 

3.1 Terms and definitions ............................................................................................ 13 
3.2 Abbreviated terms ................................................................................................. 14 

4 Overview ....................................................................................................................... 14 
4.1 Fields of application .............................................................................................. 14 
4.2 Abstraction layers ................................................................................................. 15 
4.3 Decoupling by use of middleware .......................................................................... 15 
4.4 Synergy of models ................................................................................................ 16 

5 PubSub Concepts .......................................................................................................... 16 
5.1 General ................................................................................................................. 16 
5.2 DataSet ................................................................................................................ 17 

5.2.1 General ......................................................................................................... 17 
5.2.2 DataSetClass ................................................................................................ 18 
5.2.3 DataSetMetaData .......................................................................................... 18 

5.3 Messages ............................................................................................................. 19 
5.3.1 General ......................................................................................................... 19 
5.3.2 DataSetMessage field .................................................................................... 20 
5.3.3 DataSetMessage ........................................................................................... 20 
5.3.4 NetworkMessage ........................................................................................... 21 
5.3.5 Message security ........................................................................................... 21 
5.3.6 Transport security .......................................................................................... 22 
5.3.7 SecurityGroup ............................................................................................... 22 

5.4 Entities ................................................................................................................. 22 
5.4.1 Publisher ....................................................................................................... 22 
5.4.2 Subscriber ..................................................................................................... 25 
5.4.3 Security Key Service ..................................................................................... 26 
5.4.4 Message Oriented Middleware ....................................................................... 29 

6 PubSub communication parameters ............................................................................... 33 
6.1 Overview............................................................................................................... 33 
6.2 Common Configuration Parameters....................................................................... 34 

6.2.1 PubSubState State Machine .......................................................................... 34 
6.2.2 PublishedDataSet parameters ....................................................................... 36 
6.2.3 DataSetWriter Parameters ............................................................................. 44 
6.2.4 Shared PubSubGroup Parameters ................................................................. 48 
6.2.5 WriterGroup parameters ................................................................................ 50 
6.2.6 PubSubConnection Parameters ..................................................................... 52 
6.2.7 ReaderGroup parameters .............................................................................. 55 
6.2.8 DataSetReader Parameters ........................................................................... 56 
6.2.9 SubscribedDataSet Parameters ..................................................................... 60 
6.2.10 Information flow and status handling .............................................................. 63 
6.2.11 PubSubConfigurationDataType ...................................................................... 65 

6.3 Message mapping configuration parameters ......................................................... 66 
6.3.1 UADP message mapping ............................................................................... 66 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



IEC 62541-14:2020 © IEC 2020 – 3 –  

6.3.2 JSON message mapping ............................................................................... 74 
6.4 Transport Protocol mapping configuration parameters .......................................... 77 

6.4.1 Datagram Transport Protocol ......................................................................... 77 
6.4.2 Broker Transport Protocol .............................................................................. 78 

7 PubSub mappings ......................................................................................................... 83 
7.1 General ................................................................................................................. 83 
7.2 Message mappings ............................................................................................... 83 

7.2.1 General ......................................................................................................... 83 
7.2.2 UADP message mapping ............................................................................... 83 
7.2.3 JSON message mapping ............................................................................... 99 

7.3 Transport Protocol Mappings .............................................................................. 102 
7.3.1 General ....................................................................................................... 102 
7.3.2 OPC UA UDP .............................................................................................. 102 
7.3.3 OPC UA Ethernet ........................................................................................ 103 
7.3.4 AMQP .......................................................................................................... 104 
7.3.5 MQTT .......................................................................................................... 109 

8 PubSub security key service model ............................................................................. 111 
8.1 Overview............................................................................................................. 111 
8.2 PublishSubscribe Object ..................................................................................... 111 
8.3 PubSubKeyServiceType ...................................................................................... 112 
8.4 GetSecurityKeys method ..................................................................................... 112 
8.5 GetSecurityGroup method ................................................................................... 114 
8.6 SecurityGroupType ............................................................................................. 115 
8.7 SecurityGroupFolderType ................................................................................... 116 
8.8 AddSecurityGroup Method .................................................................................. 116 
8.9 RemoveSecurityGroup Method ............................................................................ 117 

9 PubSub configuration model ........................................................................................ 117 
9.1 Common configuration model .............................................................................. 117 

9.1.1 General ....................................................................................................... 117 
9.1.2 Configuration behaviours ............................................................................. 120 
9.1.3 Types for the PublishSubscribe Object ........................................................ 120 
9.1.4 Published DataSet Model............................................................................. 125 
9.1.5 Connection Model ........................................................................................ 141 
9.1.6 Group Model ................................................................................................ 145 
9.1.7 DataSetWriter Model ................................................................................... 153 
9.1.8 DataSetReader Model ................................................................................. 155 
9.1.9 Subscribed DataSet Model .......................................................................... 160 
9.1.10 PubSub Status Object.................................................................................. 163 
9.1.11 PubSub Diagnostics Objects ........................................................................ 164 
9.1.12 PubSub Status Events ................................................................................. 173 

9.2 Message Mapping Configuration Model ............................................................... 175 
9.2.1 UADP Message Mapping ............................................................................. 175 
9.2.2 JSON Message Mapping ............................................................................. 177 

9.3 Transport Protocol Mapping Configuration Model ................................................ 178 
9.3.1 Datagram Transport Protocol Mapping ......................................................... 178 
9.3.2 Broker Transport Protocol Mapping.............................................................. 179 

Annex A (normative)  Common types .................................................................................. 182 
A.1 DataType Schema Header structures .................................................................. 182 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



 – 4 – IEC 62541-14:2020 © IEC 2020 

A.1.1 DataTypeSchemaHeader ............................................................................. 182 
A.1.2 DataTypeDescription ................................................................................... 183 
A.1.3 StructureDescription .................................................................................... 183 
A.1.4 EnumDescription ......................................................................................... 184 
A.1.5 SimpleTypeDescription ................................................................................ 184 

A.2 UABinaryFileDataType ........................................................................................ 184 
A.3 NetworkAddress Model ....................................................................................... 185 

A.3.1 NetworkAddressType ................................................................................... 185 
A.3.2 NetworkAddressUrlType .............................................................................. 186 

Annex B (informative)  Client Server vs. Publish Subscribe ................................................. 187 
B.1 Overview............................................................................................................. 187 
B.2 Client Server Subscriptions ................................................................................. 187 
B.3 Publish-Subscribe ............................................................................................... 188 
B.4 Synergy of models .............................................................................................. 189 

 
Figure 1 – Publish Subscribe Model overview ....................................................................... 15 
Figure 2 – Publisher and Subscriber entities ......................................................................... 17 
Figure 3 – DataSet in the process of publishing .................................................................... 18 
Figure 4 – OPC UA PubSub message layers ......................................................................... 20 
Figure 5 – Publisher details .................................................................................................. 23 
Figure 6 – Publisher message sending sequence .................................................................. 24 
Figure 7 – Subscriber details ................................................................................................ 25 
Figure 8 – Subscriber message reception sequence ............................................................. 26 
Figure 9 – SecurityGroup management sequence ................................................................. 27 
Figure 10 – Handshake used to pull keys from SKS .............................................................. 28 
Figure 11 – Handshake used to push keys to Publishers and Subscribers ............................ 28 
Figure 12 – Handshake with a Security Key Service ............................................................. 29 
Figure 13 – PubSub using network infrastructure .................................................................. 30 
Figure 14 – UDP Multicast overview ...................................................................................... 30 
Figure 15 – PubSub using broker .......................................................................................... 31 
Figure 16 – Broker overview ................................................................................................. 32 
Figure 17 – PubSub component overview ............................................................................. 33 
Figure 18 – PubSub mapping specific parameters overview .................................................. 34 
Figure 19 – PubSub component state dependencies ............................................................. 35 
Figure 20 – PubSubState state machine ............................................................................... 35 
Figure 21 – PubSub Information Flow dependency to field representation ............................. 45 
Figure 22 – PubSub information flow .................................................................................... 64 
Figure 23 – Start of the periodic publisher execution ............................................................. 67 
Figure 24 – Timing offsets in a PublishingInterval ................................................................. 67 
Figure 25 – DataSetOrdering and MaxNetworkMessageSize ................................................. 68 
Figure 26 – PublishingOffset options for multiple NetworkMessages ..................................... 70 
Figure 27 – UADP NetworkMessage ..................................................................................... 84 
Figure 28 – UADP DataSet payload ...................................................................................... 90 
Figure 29 – DataSetMessage header structure ..................................................................... 91 
Figure 30 – Data Key Frame DataSetMessage data .............................................................. 93 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



IEC 62541-14:2020 © IEC 2020 – 5 –  

Figure 31 – Data Delta Frame DataSetMessage ................................................................... 94 
Figure 32 – Event DataSetMessage ...................................................................................... 95 
Figure 33 – KeepAlive message ............................................................................................ 95 
Figure 34 – PublishSubscribe Object Types overview ......................................................... 111 
Figure 35 – PubSub configuration model overview .............................................................. 118 
Figure 36 – PubSub example Objects ................................................................................. 119 
Figure 37 – PubSub information flow .................................................................................. 119 
Figure 38 – PublishSubscribe Object Types overview ......................................................... 121 
Figure 39 – Published DataSet overview ............................................................................. 125 
Figure 40 – PubSubConnectionType overview .................................................................... 142 
Figure 41 – PubSubGroupType overview ............................................................................ 145 
Figure 42 – DataSet Writer Model Overview ........................................................................ 153 
Figure 43 – DataSet Reader Model overview ...................................................................... 155 
Figure 44 – PubSub Diagnostics overview .......................................................................... 165 
Figure 45 – PubSubDiagnosticsCounterType ...................................................................... 165 
Figure B.1 – Subscriptions in OPC UA Client Server Model ................................................ 188 
Figure B.2 – Publish Subscribe Model Overview ................................................................. 189 
 
Table 1 – PubSubState values .............................................................................................. 35 
Table 2 – PubSubState state machine .................................................................................. 36 
Table 3 – DataSetMetaDataType structure ............................................................................ 36 
Table 4 – DataSetMetaDataType definition ........................................................................... 37 
Table 5 – FieldMetaData structure ........................................................................................ 37 
Table 6 – DataSetFieldFlags values ...................................................................................... 39 
Table 7 – DataSetFieldFlags definition .................................................................................. 39 
Table 8 – ConfigurationVersionDataType structure ............................................................... 40 
Table 9 – PublishedDataSetDataType structure .................................................................... 41 
Table 10 – PublishedDataSetSourceDataType definition ....................................................... 41 
Table 11 – PublishedVariableDataType structure .................................................................. 42 
Table 12 – PublishedDataItemsDataType structure ............................................................... 43 
Table 13 – PublishedEventsDataType structure .................................................................... 43 
Table 14 – DataSetFieldContentMask values ........................................................................ 44 
Table 15 – DataSetFieldContentMask definition .................................................................... 45 
Table 16 – DataSetMessage field representation options ...................................................... 46 
Table 17 – DataSetWriterDataType structure ........................................................................ 47 
Table 18 – DataSetWriterTransportDataType definition ......................................................... 47 
Table 19 – DataSetWriterMessageDataType structure .......................................................... 48 
Table 20 – PubSubGroupDataType structure ........................................................................ 49 
Table 21 – PubSubGroupDataType definition ........................................................................ 49 
Table 22 – WriterGroupDataType structure ........................................................................... 51 
Table 23 – WriterGroupDataType definition .......................................................................... 51 
Table 24 – WriterGroupTransportDataType definition ............................................................ 52 
Table 25 – WriterGroupMessageDataType structure ............................................................. 52 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



 – 6 – IEC 62541-14:2020 © IEC 2020 

Table 26 – PubSubConnectionDataType structure ................................................................ 53 
Table 27 – ConnectionTransportDataType definition ............................................................. 54 
Table 28 – NetworkAddressDataType structure .................................................................... 54 
Table 29 – NetworkAddressDataType definition .................................................................... 54 
Table 30 – NetworkAddressUrlDataType structure ................................................................ 54 
Table 31 – NetworkAddressUrlDataType definition................................................................ 55 
Table 32 – ReaderGroupDataType structure ......................................................................... 55 
Table 33 – ReaderGroupDataType definition......................................................................... 55 
Table 34 – ReaderGroupTransportDataType definition .......................................................... 56 
Table 35 – ReaderGroupMessageDataType structure ........................................................... 56 
Table 36 – DataSetReaderDataType structure ...................................................................... 59 
Table 37 – DataSetReaderTransportDataType structure ....................................................... 59 
Table 38 – DataSetReaderTransportDataType definition ....................................................... 60 
Table 39 – DataSetReaderMessageDataType structure ........................................................ 60 
Table 40 – DataSetReaderMessageDataType definition ........................................................ 60 
Table 41 – SubscribedDataSetDataType structure ................................................................ 60 
Table 42 – SubscribedDataSetDataType Definition ............................................................... 61 
Table 43 – TargetVariablesDataType structure ..................................................................... 61 
Table 44 – FieldTargetDataType structure ............................................................................ 62 
Table 45 – OverrideValueHandling values ............................................................................ 63 
Table 46 – SubscribedDataSetMirrorDataType structure ....................................................... 63 
Table 47 – Source to message input mapping ....................................................................... 64 
Table 48 – Message output to target mapping ....................................................................... 65 
Table 49 – PubSubConfigurationDataType structure ............................................................. 65 
Table 50 – PubSubConfiguration file content ........................................................................ 66 
Table 51 – DataSetOrderingType values ............................................................................... 68 
Table 52 – UadpNetworkMessageContentMask values ......................................................... 69 
Table 53 – UadpNetworkMessageContentMask definition ..................................................... 69 
Table 54 – UadpWriterGroupMessageDataType structure ..................................................... 71 
Table 55 – UadpDataSetMessageContentMask values ......................................................... 71 
Table 56 – UadpDataSetMessageContentMask definition ..................................................... 72 
Table 57 – UadpDataSetWriterMessageDataType structure .................................................. 73 
Table 58 – UadpDataSetReaderMessageDataType structure ................................................ 74 
Table 59 – JsonNetworkMessageContentMask values .......................................................... 75 
Table 60 – JsonNetworkMessageContentMask definition ...................................................... 75 
Table 61 – JsonWriterGroupMessageDataType structure ...................................................... 75 
Table 62 – JsonDataSetMessageContentMask values .......................................................... 76 
Table 63 – JsonDataSetMessageContentMask definition ...................................................... 76 
Table 64 – JsonDataSetWriterMessageDataType structure ................................................... 76 
Table 65 – JsonDataSetReaderMessageDataType structure ................................................. 77 
Table 66 – DatagramConnectionTransportDataType structure .............................................. 77 
Table 67 – DatagramWriterGroupTransportDataType structure ............................................. 78 
Table 68 – BrokerConnectionTransportDataType structure ................................................... 79 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



IEC 62541-14:2020 © IEC 2020 – 7 –  

Table 69 – BrokerTransportQualityOfService values ............................................................. 80 
Table 70 – BrokerWriterGroupTransportDataType structure .................................................. 80 
Table 71 – BrokerDataSetWriterTransportDataType structure ............................................... 82 
Table 72 – BrokerDataSetReaderTransportDataType structure ............................................. 83 
Table 73 – UADP NetworkMessage ...................................................................................... 84 
Table 74 – Layout of the key data for UADP message security ............................................. 87 
Table 75 – Layout of the MessageNonce for AES-CTR ......................................................... 88 
Table 76 – Layout of the counter block for UADP message security ...................................... 88 
Table 77 – Chunked NetworkMessage payload header ......................................................... 89 
Table 78 – Chunked NetworkMessage payload fields ............................................................ 89 
Table 79 – UADP DataSet payload header ............................................................................ 90 
Table 80 – UADP DataSet payload ....................................................................................... 91 
Table 81 – DataSetMessage header structure ....................................................................... 92 
Table 82 – Data Key Frame DataSetMessage structure ........................................................ 93 
Table 83 – Data Delta Frame DataSetMessage structure ...................................................... 94 
Table 84 – Event DataSetMessage structure ........................................................................ 95 
Table 85 – Discovery request header structure ..................................................................... 97 
Table 86 – Publisher information request message structure ................................................ 97 
Table 87 – Discovery response header structure................................................................... 98 
Table 88 – Publisher Endpoints message structure ............................................................... 98 
Table 89 – DataSetMetaData message structure .................................................................. 98 
Table 90 – DataSetWriter configuration message structure ................................................... 99 
Table 91 – JSON NetworkMessage definition ........................................................................ 99 
Table 92 – JSON DataSetMessage definition ...................................................................... 101 
Table 93 – JSON DataSetMetaData definition ..................................................................... 102 
Table 94 – UADP message transported over UDP .............................................................. 103 
Table 95 – UADP message transported over Ethernet ........................................................ 104 
Table 96 – AMQP standard header fields ............................................................................ 106 
Table 97 – OPC UA AMQP standard header QualifiedName Name mappings ..................... 107 
Table 98 – OPC UA AMQP header field conversion rules .................................................... 108 
Table 99 – PublishSubscribe Object definition .................................................................... 112 
Table 100 – PubSubKeyServiceType definition ................................................................... 112 
Table 101 – SecurityGroupType definition ........................................................................... 115 
Table 102 – SecurityGroupFolderType definition ................................................................. 116 
Table 103 – PublishSubscribeType definition ...................................................................... 122 
Table 104 – HasPubSubConnection ReferenceType ........................................................... 125 
Table 105 – PublishedDataSetType definition ..................................................................... 126 
Table 106 – ExtensionFieldsType definition ........................................................................ 127 
Table 107 – Well-Known Extension Field Names ................................................................ 128 
Table 108 – DataSetToWriter ReferenceType ..................................................................... 129 
Table 109 – PublishedDataItemsType definition .................................................................. 130 
Table 110 – PublishedEventsType definition ....................................................................... 133 
Table 111 – DataSetFolderType definition .......................................................................... 134 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



 – 8 – IEC 62541-14:2020 © IEC 2020 

Table 112 – PubSubConnectionType definition ................................................................... 142 
Table 113 – ConnectionTransportType definition ................................................................ 145 
Table 114 – PubSubGroupType definition ........................................................................... 146 
Table 115 – WriterGroupType definition .............................................................................. 147 
Table 116 – HasDataSetWriter ReferenceType ................................................................... 149 
Table 117 – WriterGroupTransportType definition ............................................................... 149 
Table 118 – WriterGroupMessageType definition ................................................................ 150 
Table 119 – ReaderGroupType definition ............................................................................ 150 
Table 120 – HasDataSetReader ReferenceType ................................................................. 152 
Table 121 – ReaderGroupTransportType definition ............................................................. 152 
Table 122 – ReaderGroupMessageType Definition ............................................................. 152 
Table 123 – DataSetWriterType definition ........................................................................... 153 
Table 124 – DataSetWriterTransportType definition ............................................................ 154 
Table 125 – DataSetWriterMessageType definition ............................................................. 154 
Table 126 – DataSetReaderType definition ......................................................................... 156 
Table 127 – DataSetReaderTransportType definition .......................................................... 157 
Table 128 – DataSetReaderMessageType definition ........................................................... 158 
Table 129 – SubscribedDataSetType definition ................................................................... 160 
Table 130 – TargetVariablesType definition ........................................................................ 160 
Table 131 – SubscribedDataSetMirrorType definition .......................................................... 162 
Table 132 – PubSubStatusType definition ........................................................................... 163 
Table 133 – Status Object definition ................................................................................... 164 
Table 134 – PubSubDiagnosticsType .................................................................................. 166 
Table 135 – Counters for PubSubDiagnosticsType ............................................................. 166 
Table 136 – DiagnosticsLevel Values .................................................................................. 167 
Table 137 – PubSubDiagnosticsCounterType ..................................................................... 168 
Table 138 – PubSubDiagnosticsCounterClassification Values ............................................. 168 
Table 139 – PubSubDiagnosticsRootType .......................................................................... 169 
Table 140 – LiveValues for PubSubDiagnosticsRootType ................................................... 169 
Table 141 – PubSubDiagnosticsConnectionType ................................................................ 169 
Table 142 – LiveValues for PubSubDiagnosticsConnectionType ......................................... 170 
Table 143 – PubSubDiagnosticsWriterGroupType ............................................................... 170 
Table 144 – Counters for PubSubDiagnosticsWriterGroupType ........................................... 170 
Table 145 – LiveValues for PubSubDiagnosticsWriterGroupType ........................................ 170 
Table 146 – PubSubDiagnosticsReaderGroupType ............................................................. 171 
Table 147 – Counters for PubSubDiagnosticsReaderGroupType ......................................... 171 
Table 148 – LiveValues for PubSubDiagnosticsReaderGroupType ...................................... 171 
Table 149 – PubSubDiagnosticsDataSetWriterType ............................................................ 172 
Table 150 – Counters for PubSubDiagnosticsDataSetWriterType ........................................ 172 
Table 151 – LiveValues for PubSubDiagnosticsDataSetWriterType ..................................... 172 
Table 152 – PubSubDiagnosticsDataSetReaderType .......................................................... 172 
Table 153 – Counters for PubSubDiagnosticsDataSetReaderType ...................................... 173 
Table 154 – LiveValues for PubSubDiagnosticsDataSetReaderType ................................... 173 

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



IEC 62541-14:2020 © IEC 2020 – 9 –  

Table 155 – PubSubStatusEventType definition .................................................................. 173 
Table 156 – PubSubTransportLimitsExceedEventType definition ........................................ 174 
Table 157 – PubSubCommunicationFailureEventType definition ......................................... 174 
Table 158 – UadpWriterGroupMessageType definition ........................................................ 175 
Table 159 – UadpDataSetWriterMessageType definition ..................................................... 176 
Table 160 – UadpDataSetReaderMessageType definition ................................................... 176 
Table 161 – JsonWriterGroupMessageType Definition ........................................................ 177 
Table 162 – JsonDataSetWriterMessageType definition ...................................................... 177 
Table 163 – JsonDataSetReaderMessageType definition .................................................... 178 
Table 164 – DatagramConnectionTransportType definition ................................................. 178 
Table 165 – DatagramWriterGroupTransportType definition ................................................ 178 
Table 166 – BrokerConnectionTransportType definition ...................................................... 179 
Table 167 – BrokerWriterGroupTransportType definition ..................................................... 179 
Table 168 – BrokerDataSetWriterTransportType definition .................................................. 180 
Table 169 – Broker Writer well-known extension field names .............................................. 180 
Table 170 – BrokerDataSetReaderTransportType definition ................................................ 181 
Table A.1 – DataTypeSchemaHeader structure ................................................................... 182 
Table A.2 – DataTypeSchemaHeader definition .................................................................. 182 
Table A.3 – DataTypeDescription structure ......................................................................... 183 
Table A.4 – DataTypeDescription definition ........................................................................ 183 
Table A.5 – StructureDescription structure .......................................................................... 183 
Table A.6 – StructureDescription definition ......................................................................... 183 
Table A.7 – EnumDescription Structure .............................................................................. 184 
Table A.8 – EnumDescription definition............................................................................... 184 
Table A.9 – SimpleTypeDescription structure ...................................................................... 184 
Table A.10 – UABinaryFileDataType structure .................................................................... 185 
Table A.11 – UABinaryFileDataType definition .................................................................... 185 
Table A.12 – NetworkAddressType definition ...................................................................... 185 
Table A.13 – NetworkAddressUrlType definition.................................................................. 186 
 
  

EVS-EN IEC 62541-14:2020

This document is a preview generated by EVS



 – 10 – IEC 62541-14:2020 © IEC 2020 

INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
OPC UNIFIED ARCHITECTURE –  

 
Part 14: PubSub 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC 
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62541-14 has been prepared by subcommittee 65E: Devices and 
integration in enterprise systems, of IEC technical committee 65: Industrial-process 
measurement, control and automation. 

The text of this standard is based on the following documents: 

FDIS Report on voting 

65E/720/FDIS 65E/736/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

Throughout this document and the other parts of the IEC 62541 series, certain document 
conventions are used: 
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Italics are used to denote a defined term or definition that appears in Clause 3 in one of the 
parts of the series. 

Italics are also used to denote the name of a service input or output parameter or the name of 
a structure or element of a structure that are usually defined in tables. 

The italicized terms and names are also, with a few exceptions, written in camel-case (the 
practice of writing compound words or phrases in which the elements are joined without 
spaces, with each element's initial letter capitalized within the compound). For example the 
defined term is AddressSpace instead of Address Space. This makes it easier to understand 
that there is a single definition for AddressSpace, not separate definitions for Address and 
Space. 

A list of all parts of the IEC 62541 series, published under the general title OPC Unified 
Architecture, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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OPC UNIFIED ARCHITECTURE –  
 

Part 14: PubSub 
 
 
 

1 Scope 

This part of IEC 62541 defines the OPC Unified Architecture (OPC UA) PubSub 
communication model. It defines an OPC UA publish subscribe pattern which complements 
the client server pattern defined by the Services in IEC 62541-4. IEC TR 62541-1 gives an 
overview of the two models and their distinct uses. 

PubSub allows the distribution of data and events from an OPC UA information source to 
interested observers inside a device network as well as in IT and analytics cloud systems. 

This document consists of 

• a general introduction of the PubSub concepts, 

• a definition of the PubSub configuration parameters, 

• mapping of PubSub concepts and configuration parameters to messages and transport 
protocols, and 

• a PubSub configuration model. 

Not all OPC UA Applications will need to implement all defined message and transport 
protocol mappings. IEC 62541-7 defines the Profile that dictates which mappings need to be 
implemented in order to be compliant with a particular Profile. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC TR 62541-1, OPC Unified Architecture – Part 1: Overview and Concepts 

IEC TR 62541-2, OPC Unified Architecture – Part 2: Security Model 

IEC 62541-3, OPC Unified Architecture – Part 3: Address Space Model  

IEC 62541-4, OPC Unified Architecture – Part 4: Services 

IEC 62541-5, OPC Unified Architecture – Part 5: Information Model 

IEC 62541-6, OPC Unified Architecture – Part 6: Mappings 

IEC 62541-7, OPC Unified Architecture – Part 7: Profiles 

IEC 62541-8, OPC Unified Architecture – Part 8: Data Access 

IEC 62541-12, OPC Unified Architecture – Part 12: Discovery and Global Services 
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