EESTI STANDARD EVS-EN IEC 63510-4-1:2026

Household appliances network and grid connectivity -
Part 4-1: Communication Protocol Specific Aspects:
SPINE, SPINE-10T and SHIP

' -— VS ¢ EESTI STANDARDIMIS- JA AKREDITEERIMISKESKUS
— ESTONIAN CENTRE FOR STANDARDISATION AND ACCREDITATION



EVS-EN IEC 63510-4-1:2026

EESTI STANDARDI EESSONA

NATIONAL FOREWORD

See Eesti standard EVS-EN IEC
63510-4-1:2026 sisaldab Euroopa standardi
EN 50631-4-1:2023 ingliskeelset teksti.

Standard on joustunud sellekohase teate
avaldamisega EVS Teatajas.

This  Estonian  standard  EVS-EN IEC
63510-4-1:2026 consists of the English text of
the European standard EN 50631-4-1:2023.

This standard has been endorsed with a
notification published in the official bulletin of

the Estonian Centre for Standardisation and

Euroopa standardimisorganisatsioonid on Accreditation.

teinud Euroopa standardi rahvuslikele
liikmetele kattesaadavaks 17.03.2023.

Date of Availability of the European standard is
17.03.2023.

The standard is available from the Estonian
Centre for Standardisation and Accreditation.

Standard on ké&ttesaadav Eesti Standardimis-ja
Akrediteerimiskeskusest.

Tagasisidet standardi sisu kohta on vBimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside vormi
vOi saates e-kirja meiliaadressile standardiosakond@evs.ee.

ICS97.120

Standardite ja standardilaadsete dokumentide reprodutseerimise ja levitamise 6igus kuulub Eesti Standardimis- ja
Akrediteerimiskeskusele

Eesti standardid ja standardilaadsed dokumendid on Eesti Standardimis- ja Akrediteerimiskeskuse intellektuaalomand ning neid
kasutatakse litsentsi alusel dokumentide kasutuslepingu tingimuste kohaselt.

llma Eesti Standardimis- ja Akrediteerimiskeskuse eelneva kirjaliku loata on keelatud standardite ja standardilaadsete
dokumentide tdielik vBi osaline reprodutseerimine, levitamine, muutmine vdi kasutamine mis tahes kujul ja viisil - sealhulgas
kopeerimise, skaneerimise, salvestamise v6i jagamise teel digiplatvormidel (k.a masin8ppe ja tehisintellekti rakendustes). Loata
kasutamine valjaspool litsentsi tingimusi késitletakse digusrikkumisena.

Kui Teil on kisimusi standardite ja standardilaadsete dokumentide autoriBiguse kaitse kohta, vGtke palun (hendust Eesti
Standardimis- ja Akrediteerimiskeskusega:
Veebileht www.evs.ee; telefon +372 6055050; e-post info@evs.ee

The right to reproduce and distribute standards and standard-like documents belongs to the Estonian Centre for
Standardisation and Accreditation

Estonian standards and standard-like documents are the intellectual property of the Estonian Centre for Standardisation and
Accreditation and are made available under license in accordance with the terms and conditions of the document use agreement.

Without the prior written permission of the Estonian Centre for Standardisation and Accreditation, the full or partial
reproduction, distribution, modification, or use of standards and standard-like documents in any form or by any means -
including photocopying, scanning, storing, or sharing via digital platforms (incl. in machine learning and artificial intelligence
applications) - is strictly prohibited. Any unauthorized use beyond the scope of the granted license is prohibited and may result
in legal action.

If you have any questions about copyright, please contact Estonian Centre for Standardisation and Accreditation:
Homepage www.evs.ee; phone +372 605 5050; e-mail info@evs.ee




EVS-EN IEC 63510-4-1:2026

CENELEC

Corrigendum to EN 50631-4-1:2023

English version

By Technical Board decision D182/C041 the text of the International Standard IEC 63510-4-1:2025, which
is identical with EN 50631-4-1:2023, was approved by CENELEC as EN IEC 63510-4-1 on 2005-12-17.
As a consequence EN 50631-4-1:2023 is renumbered as EN IEC 63510-4-1:2026.

The following date was fixed:

- latest date by which the existence of EN IEC 63510-4-1
has to be announced at national level (doa) 2026-05-31

February 2026



EUROPEAN STANDARD EN 50631-4-1
NORME EUROPEENNE
EUROPAISCHE NORM March 2023

ICS 97.120

English Version

Household appliances network and grid connectivity - Part 4-1:
Communication Protocol Specific Aspects: SPINE, SPINE-loT
and SHIP

Appareils domestiques connectés au réseau et réseau Netzwerk- und Stromnetz-Konnektivitat von
intelligent - Partie 4-1: Aspects spécifiques des protocoles Haushaltsgeraten - Teil 4-1: Spezifische Aspekte der
de communication: SPINE, SPINE-IoT et SHIP Kommunikationsprotokolle: SPINE, SPINE-loT und SHIP

This European Standard was approved by CENELEC on 2023-02-13. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkiye and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Européisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2023 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN 50631-4-1:2023 E



EVS-EN IEC 63510-4-1:2026

Contents Page
EUropean fOr@WOI..........oii i cssiie e s s s ss s s sss s e e s e s s s s sms e e e e ee s s e s s me e e e e sea s samnneeeeesaas s snmnneeseesasssnnnennnennnnssnnn 4
330 e Yo 11T 1o o O 4
1 £ e o - PPN 6
2 LN o 0 B LAY = L] (= 0 o= OO 6
3 =Y 0T 1 e e L= 0 11 4 o 6
4 SPINE-IOT ProtOCOL.... . it rres i rress s ss e n s e ssas e aass st rana s s e aansss s eanss s s enns s s ennnsssennnnsnren 10
41 L€ 3 1= - 10
4.2 N e T Yo 0 L= o XY= Y/ = 11
728 TR 1511 (o Yo ¥ o3 1o o T 11
Ty N o IRV =T =] 1o o T 12
4.3 0V o =303 ¢ o Yo 1= 12
et N €T o =Y - | 12
T 0 -V 1 o - 13
e N 1 o | {17 RPN 13
T S =T Y 1 - Y 14
4.4 L ==K 0= T3 =30 1 4 Lo Yo [ OO 16
O N €T o V- - | 16
4.4.2 Use Case information and iNStANCES .......ciiieeuiiiiimiiiiiieiiiiisss s ssssss s ssssss s rsssssssranssssrsssssssennsssssanns 17
O T 1 L= 0 T =Y 1 =Y o = [ = 19
4.5 T T L3V N 19
TR TR €T Y o =Y - | 19
4.5.2 Binding information and iNnStanCes ... ———————— 20
4.6 BT X=T 2 101 o 22
St N €T o =Y - | 22
4.6.2 Subscription ManNagemMeNt ...........c..iiir i e e e s s nnne e e eeann s nnnnnes 22
S T 0 1 || - Yo 1 25
4.7 Requesting feature Changes ...t sssr s ssnn e e e s s s s smn e e e e e e s e s nannmnnes 27
O A R €T o - - | 27
4.7.2 Requesting changes information and inStances ..........cccccvi s 28
5 85T o | 0 X o ) 30
5.1 L€ =Y 3 1= - | 30
5.2 N ] 1Yo 0 T30 LY =Y Y = 30
L T € 1= s U= = 1 I 1 | = 30
5.2.2 ComMMON Aata tYPES ...ceiiiieieiiiierriiiierr i ane 31
5.2.3  Address level detailS.....cccciiiiieiiiiiiiiiiie i irrrssirrssss s rsnss s rsias s aasss e asss s ana s e aansas e anaa e rann s rrrannnas 35
5.3 EST S 1 =0 F: 1= Ve | - T4 o PR 36
L8 0 SR 1191 4o Yo 10 4 oY o S 36
L0 072 o [T Vo - Y 37
L T, R - V] [ X T S 45
54 {02oY 04T ¢ LT T o= 14 T'o Y 4 T 2 Lo Xe (=Y 58
L e I € T-Y =Y - | Y 58
5.4.2 Simple commuNiCatioNn MOME ........coo i 58
5.4.3 Enhanced communication MOE.........c..ciiiieiiiiiie i rrrss s rrss s s sas s ians s snnss s rennssssransssssennnnns 59
5.5 Functional commIiSSIONING ......cccciiiiiiiriiniir i s 59
LT T I 1= s =Y - | 59
5.5.2 Detailed diSCOVEIY .....cciiiiiiiiiiir i n e s anr e ane 60
L T T I =3 4 o P 1o o TN = 74
LR = Y10 T 11 ' oS 77
LR T U1 T o 4 1 o1 o o S SO 86
5.5.6  USE CaSE (ISCOVEIY.......euiiiiiiiiiiiieiiririssssssssmnes e s s ssssssssms s e s e s ssssssmsse e s eesasssssnmssaeesesansssnmsnenssenssssannnnnnnsss 94
6 £ o | Y 97
6.1 L CT=Y s =Y - | Y 97

6.2



EVS-EN IEC 63510-4-1:2026

070 I € 7Y o = - | 97
6.2.2 General Considerations On Closing Communication Channels...........cccccovrviimnnninnnennee, 98
6.2.3 SHIP Node Parameters......... ..o mn s mmn e s mmnn e e e 98
6.3 RegiStration.......ccciiiiiiii i ————————— 929
L FRg TR €71 3T - | N 99
6.3.2 Successful RegiStration........c.ccccciiiiiiiicccccrirr s sn e n e e e nnnnnes 101
6.3.3 Registration details and recommendations (informative)........ccccccriivicciimriin s 101
6.4 =T o 0 3T L= o2 o 102
L0 g T €T 3T - | 102
6.4.2 Reconnection details in case of changed key material (informative).......ccccccoevicccierrnnniicccccenens 102
6.5 LI TS oo Y= 103
L N € 7Y 4 = - 1 103
6.5.2  ServiCe INSLANCE ... nn e e e e nmnne e e eeaa e ennnanes 103
L 1 Vo T 1 - 103
6.5.4 Multicast DNS NAmME........iiiiiiii s sms s s e mmn e e e e e s e e mmn e e e e essa e nnnmmnnns 103
6.5.5 Recommendations for re-diSCOVErY ..........cccorimminnim 105
6.6 8 05 N 105
LR T €Y 3T - 105
6.6.2 Limited Connection Capabilities........cccccccerimiiiiiiiisccieerrr e mn e e e snmnnes 105
LT T © 14 1 1= 1= (=Y o e o 106
6.6.4 TCP Connection Establishment............oo e 106
6.6.5 Retransmission TIMEOUL..........ccciiiiiiiiiii s anne e 107
6.7 0 0 107
0 A I € 7Y o - - | 107
L 0 0711 =Y ST U = 108
6.7.3 Maximum Fragment Length .........ccccocmiiiiiinriir s 108
6.7.4  TLS COMPIESSION ... ...cueeiiiiiiiiiiiemiie e e e s s s e e e s s se s s s ame s e e s s e s s e s s msme e s eesaa s e amnneeeessaa s e snmnneesessanssnnnnnnes 109
6.7.5 RenNegotiation........cccociiiiiiiiiiii i ————————— 109
6.7.6 SeSSION RESUMPLION ...t s s ssse s e s s s s ss s e e e e e s ss s s mn e e e e eesasssssnmnneeenssanssnnnnenes 109
6.7.7 TLS extension fOr ECC..........o i s s sss e s ssn e s an e s s s smn e e s s mn e s s s mnn s 110
L0 T I IS o ] o 1 T 110
6.8 L0 L0 1T o X - 111
LR 2R T € 7Y 31T - | 111
6.8.2 TLS DEPENUENCIES ......cuueeeiiiriiiiiisinmrierrissssssmsiers s sssssssssmeseressssssssssnssenssassssssnsnnsenssassssssnsnsesnssansssnnnnnes 111
6.8.3 Opening HandshakKe...........ccccinmiiminiiiirr s 111
6.8.4  Data Framing......cccciiiiiiiiiniiiiiss i 111
6.8.5 Connection KeepPalive..........ooo i s amn e e e e s nnnn e 112
6.9 Message Representation Using JSON Text Format ..........cccocimriniinninisnsn e 112
L TR I 411 o T LW e 1 oY o 112
6.9.2  DefiNitiONS ... e a e e e e mnn e e e es s a e nnnnnes 112
6.9.3 Examples FOr EaCh TYPe ... ss s s ssssssss s s ss s sssssssssssssssssssssssssssssssssssssssssssss s 113
6.9.4 XML to JSON Transformation ... e 113
6.9.5 JSON to XML Transformation ...........ccccoiiiimiiiiininerr i e s e sn s s s s mnn s 120
L2000 T 4 =3 V81 = T4 F= Ve T=T 00 1= 4 120
L0 00 B €T 3T - 120
LT 0 0= o ) T 1 = 121
6.10.3 SHIP Node Specific PUBIIC KeY........coccmiiimiiminiirisrsisis s s s sane s 125
6.10.4 Verification ProCedure. .......... i e e e s e 127
6.10.5 SYMMELriC KeY.....uiiiiiiiiiiiiir i 133
6.10.6 SHIP NOE PIN ... oeeeiiceeeercerrrrss s e e sss s e ss s e s s sss e e s s san e e esssan e e s s snn e e e s s asa s ea s nbnee s mnenesssnnenssnsnnnnsn 134
6.10.7 SHIP CommisSioning TOO! .......cccceiirimmminniirii i 135
L 0 T 1 0o T - 137
6.11  SHIP Data EXCRANGE ......cceiiiiiiiiiiiieciieriiissscssmssse s s sssssssssmes s s s sssssssssse s e s s ssssssssmsnnsenssanssssnnnnssenssanssnnnnenes 140
6.11.1  INtrOAUCTION ... s e e e e nnnr e 140
6.11.2 Terms in the context of SHIP Data EXChange ..........cccccmiiiiiiicciemmenni s sccssces s s s ssssnst e ee s ssnmnnes 140
6.11.3 Protocol Architecture / HIerarChy ... sccsere s s sssse e e e s smnn e s e e e s s smmmnnes 142
6.11.4 SHIP Message EXCRANQGe.........ccccimiiiiiiiiiccceceres s isss s sssessns s ss s s sssse s e s s s ss s s smnn s s e nssassssssmsnssssesansnssnnnnns 143
6.12  Well-known ProtocColld ... s s s s s s s 183
Annex A (normative) SHIP XSD ... s s s s an s s s 184
271 o] o | T o 37/ 191



EVS-EN IEC 63510-4-1:2026

European foreword

This document (EN 50631-4-1:2023) has been prepared by WG 07 “Smart Household Appliances” of CLC/TC
59X “Performance of household and similar electrical appliances”.

The following dates are fixed:

+ latest date by which this document has to be (dop) 2024-02-13
implemented at national level by publication of
an identical national standard or by
endorsement

» latest date by which the national standards (dow)  2026-02-13
conflicting with this document have to be
withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.
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Introduction

Energy management systems will more and more become necessary due to change from fossil and nuclear
to renewable production and the associated decentralization. Since an appropriate standard for a home and
building management is in preparation this document specifies how sets of products from multiple
manufacturers can exchange information with Home and Building / Customer Energy Management Systems,
located in @ home network or in the cloud.

This document focuses on interoperability of household appliances and describes the necessary control and
monitoring. It defines a set of functions of household and similar electrical appliances. The functions in this
document cover next to energy-management main remote-control and — monitoring use cases.

This document does not deal with safety and security requirements. Safety requirements have been set in the
IEC/EN 60335 series [1].

EN 50631 will provide interoperability on information exchange among various appliances in the home. The
EN 50631 series will be re-arranged regarding the further development and will be split into 6 parts:

— EN50631-1, Household appliances network and grid connectivity — Part 1. General Requirements,
Generic Data Modelling and Neutral Messages

— EN 50631-2, Household appliances network and grid connectivity — Part 2: Product Specific mappings,
details, requirements and deviations

— EN50631-3-x, Household appliances network and grid connectivity — Part 3: Specific Data Model
Mapping

— EN 50631-4-x, Household appliances network and grid connectivity — Part 4: Communication Protocol
Specific Aspects

— EN 50631-5, Household appliances network and grid connectivity — Part 5: General Test-Requirements
and - Specification

— EN 50631-6, Household appliances network and grid connectivity — Part 6: SPINE Data Model Toolbox

Data communication heavily depends on the environment of appliances. Sometimes low bitrate or energy
efficient communication puts strict requirements to selected communication technologies. Therefore, popular
and de facto standards had been and will be developed by the industry to fulfil such requirements. To not
influence common data modelling for appliances because of such restrictions, the standardized data models
and neutral message structures need to be applied to communication technologies.

This standard series therefore is intended to separate data modelling and neutral message structure from the
attached communication.

Part 1 defines general requirements, generic data modelling and generic neutral messages without relation to
any specific communication technology or any product specific layout.

Part 2 lists and specifies product specific requirements and implementation guidance based on the generic
data model and generic neutral messages.

Part 3 defines the mapping of neutral messages to examples of typical data models like SPINE, OCF, and so
forth. These data models are neither mandatory nor to be seen as complete spectrum of data models.

Part 4 defines the mapping of neutral messages to examples of typical communication protocols. These
communication protocols are neither mandatory, nor do they provide an exhaustive list of communication
protocols.

Part 5 defines testing requirements and testing specifications. This part will be covered in the future by a New
Work Item Proposal.

Part 6 provides the technical reference specification for the SPINE data model. This part will be covered in
the future by a New Work Item Proposal.
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1 Scope

This document specifies the application of relevant transport protocols for Home and Wide Area Networks as
well as cloud connectivity; in this case, SPINE (Smart Premises Interoperable Neutral-Message Exchange),
SPINE-IoT, and SHIP (Smart Home IP).

This document is part of the EN 50631 series, which defines the information exchange between Smart
Appliances and management systems in homes and buildings including energy management.

2 Normative references
The following documents are referred to in the text in such a way that some or all of their content constitutes

requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

IETF RFC 793:1981, Transmission Control Protocol
IETF RFC 3280:2002, Internet X.509 Public Key Infrastructure Certificate Revocation List (CRL) Profile
IETF RFC 6455:2011, The WebSocket Protocol

IETF RFC 6763, DNS-Based Service Discovery

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at https://www.electropedia.org/

31

CA

Certificate Authority

Certification Authority

entity which can provide a digital signature for certificates

Note 1 to entry: Other SHIP nodes can check this digital signature with the certificate from the CA itself, the “CA-
certificate”.

3.2

Commissioning Tool

<SHIP> instrument to establish the trust between different devices in the smart home installation, e.g.
distribute trustworthy credentials from some SHIP nodes to other SHIP nodes

Note 1 to entry: E.g. a smart phone, a web server or a dedicated device can embody the role of a commissioning tool.
So far, the SHIP specification does not specify a commissioning tool; an interoperable protocol for commissioning can be
used on the layer above SHIP.

Note 2 to entry: A manufacturer may also use their own solutions.

3.3
DNS
Domain Name System

[SOURCE: IETF RFC 1035]





