INTERNATIONAL ISO/IEC
STANDARD 4396-3

First edition
2023-12

Telecommunications and
information exchange between
systems — Recursive inter-network
architecture —

Part 3:

Common distributed application
protocol

Télécommunications et échange d'information entre systémes —
Architecture réecursive inter-réseaux —

Partie 3: Protocole pour les applications distribuées CDAP

Reference number
ISO/IEC 4396-3:2023(E)

© ISO/IEC 2023



ISO/IEC 4396-3:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org

ISO/IEC 4396-3:2023(E)

Contents Page
FOT@WOIM..........oooooeoeeeeeeeee oo sk \%
IIETOQUICTION .......ooooo s b8k 855858 s vi
1 SCOPIC ... 1
2 Normative references

3 Terms and definitions

4 Description of CDAP

4.1 CDAP -RINA application protocol

4.2  Application entities (AEs) within applications....
4.3 ODJECES e
4.4 Method CallsS 0N ODJECES ...
4.5 Object model
4.6 APPLICALION COMMECEION .o
4.7 Application connection state VECTOT (ACSV ) ...
4.8  Requestor and responder roles ...
49 Validation of values/operations by CDAP.....
410 CDAP application programming interface (API).....
411  Standardization and POLICIES ... e
5 SPECIIICATION ...
5.1 CDAP profile — Policies and standardization..
5.2 Application connection establishment.......
5.3 Application connection state vector (ACSV).....
5.4 Objects and the object model...........ccco.
54.1 Object properties ...
5.4.2  Object Model definition ...
5.4.3 Object model version
54.4 Objectclass.....
545 ODJEOT NAIMIE ..o e
5.4.6 Object ID — Shorthand name alias ...
5.5 Messages and replies
5.6  Message encoding.....
5.7 Methods on objects....
5.8  CDAP message......
5.8.1 General....
582 DPICOME e e
5.8.3  INVOKEID ..o e
5.8.4 ObjName, ObjID.....cccciirsr
5.8.5 ObjNameParent, ObjIDParent
5.8.6 ObjClass
5.8.7 ObjValue
5.8.8 Resultand ResultReason .................
5.8.9  SCOPE AN FIILT oo et
7R 70 0 i £SO
59 Object identification in messages
5.10 CDAP mesSage/MeEthOd TEPES. ..ot e
5.10.1 Object creation: CREATE(_R), DELETE(_R)
5.10.2 Object Read: READ(_R), CANCELREAD(_R)
5.10.3 Object Write: WRITE(_R) ..
5.10.4 Object Stop/Start: START(_R), STOP(LR) ..ot
6 POLICIES ...
6.1 GBIIET AL .8
6.2 POL-CDAP-CSYNTAX — Concrete syntax

LY T €= s =) o= ) OO

© ISO/IEC 2023 - All rights reserved iii



ISO/IEC 4396-3:2023(E)

6.2.2  Defaulti..
6.3 POL-CDAP-AUTH — Authentication
6.3.1 General ...
0.3.2  DIEIAULE e
6.4 POL-CDAP-ORDERING — Order of execution of method calls ..., 23
6.4.1 General
6.4.2  DEFAULT .o
6.5 POL-CDAP-OBJECTMODEL — Overall object model definition..........c, 24
6.5.1  GENETAL ..o
6.5.2 POL-CDAP-OBJ-VERSION — Object model version
6.5.3 POL-CDAP-OB]J-VISIBILITY — RIB objects visible to this AC........cns
6.54 POL-CDAP-OBJ-NAMING — Object naming cONVeNtion ...
6.5.5 POL-CDAP-OBJ-ObjRef — Use of ObjName/ObjID to edentify objects.
6.5.6 POL-CDAP-OBJ-OBJCREATE — Object Creation. ...
6.5.7 POL-CDAP-OBJ-TYpes — SCalar LY PES ..o
6.5.8 POL-CDAP-OBJ-CLASSES — Defined classes......
6.5.9 POL-CDAP-OBJ-METHODS — Object methods......
6.5.10 POL-CDAP-OBJ-ObjID — ObjID Values. ...,
6.5.11 POL-CDAP-OBJ-INITIAL — Pre-defined objects ..o
6.6 POL-CDAP-ERROR — Error handling and return values
6.6.1  GEINETAL ..o s
6.6.2  DIEIAULE ..o
6.7 POL-CDAP-InvokelD — Convention for assigning InvokelD values
6.7.1  General
6.7.2  Default
6.8 POL-CDAP-READINCOMPLETE — Use of incomplete READ_R......
6.8.1  GENETAL ..o
6.8.2  DIBFAULE ..o
6.9 POL-CDAP-SCOPEFILTER — Scope and filter policy
6.9.1  GeNeral ...
0.9.2  DIEIAUIE .o
6.10 POL-CDAP-ACSVContents — ACSV CONTENTS. ...
6.10.1 General
6.10.2 Defaull. .. e
7 CDAP CONEEXETMOTES .......ooocco oo oo 34
7.1 GEEIET AL 34
7.2 RIB DA€MON MIOAEL.....oooooiiieiieieises s 34
7.3 DiStributed @QPPIICATIONS ..ot e 35
Annex A (informative) Google Protocol Buffers™ (GPB) concrete Syntax. ... 39
Annex B (informative) JSON CONCIETe SYMTAX ... oo 42
BIDIHOGTAPIY ...t 44

© ISO/IEC 2023 - All rights reserved



ISO/IEC 4396-3:2023(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members _experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involve
the use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability
of any claimed patent rights in respect thereof. As of the date of publication of this document, ISO and
IEC had received notice of (a) patent(s) which may be required to implement this document. However,
implementers are cautioned that this may not represent the latest information, which may be obtained
from the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall
not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6 Telecommunications and information exchange between systems.

Alist of all parts in the ISO/IEC 4396 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The common distributed application protocol (CDAP) is used by communicating recursive inter-network
architecture (RINA) applications to exchange application-specific data and effect remote actions. CDAP
implements the protocol messages and state machines to allow the two endpoints of a communication
flow to exchange read/write, start/stop, and create/delete method invocations on remote “objects”.
The semantics of those objects and operations are opaque to the CDAP protocol itself. Because CDAP
is not specific to RINA, it can be used by any distributed application that needs to share information or
initiate state changes with another application over a network. CDAP is used in the RINA architecture
by applications, and specifically by inter-process communication (IPC) Processes, which are specialized
applications that cooperate to create a Distributed IPC Facility (DIF) that provides network transport
to other applications.

vi © ISO/IEC 2023 - All rights reserved
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Telecommunications and information exchange between
systems — Recursive inter-network architecture —

Part 3.
Common distributed application protocol

1 Scope

This document provides the common distributed application protocol (CDAP) specification. CDAP
enables distributed applications to deal with communications at an object level, rather than forcing
applications to explicitly deal with serialization and input/output operations. CDAP provides
the application protocol component of a distributed application facility (DAF). CDAP provides a
straightforward and unifying approach to sharing data over a network without having to create
specialized protocols.

This document provides:

— an overview of CDAP;

— the specification of CDAP;

— adescription of policies, in the specific sense introduced in the text;

— notes on the context of CDAP.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 4396-1, Telecommunications and information exchange between systems - Recursive Inter-
Network Architecture — Part 1: RINA Reference Model

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 4396-1, and the following
apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

application object model

common distributed application protocol (CDAP) object model used in the application connection (AC)
data transfer phase.

Note 1 to entry: If an AE is capable of supporting multiple object models, this selects the one to be used for this
AC. If not, the requested object model value should match that of the sole implemented model.
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