
 

 

EESTI STANDARD EVS-ISO/IEC 22123-3:2025 

INFOTEHNOLOOGIA 
Pilvtöötlus 
Osa 3: Etalonarhitektuur 

Information technology 
Cloud computing 
Part 3: Reference architecture 
(ISO/IEC 22123-3:2023, identical)

This docum
ent is a preview

 generated by EVS



EVS-ISO/IEC 22123-3:2025 

II 

EESTI STANDARDI EESSÕNA NATIONAL FOREWORD 

 

Käsitlusala 

Dokument spetsifitseerib pilvtöötluse etalonarhitektuuri (CCRA). 

 

See Eesti standard EVS-ISO/IEC 22123-3:2025 
sisaldab rahvusvahelise standardi  
ISO/IEC 22123-3:2023 „Information technology. 
Cloud computing. Part 3: Reference architecture“ 
identset ingliskeelset teksti. 

This Estonian Standard EVS-ISO/IEC 22123-3:2025 
consists of the identical English text of the 
International Standard ISO/IEC 22123-3:2023 
„Information technology. Cloud computing. Part 3: 
Reference architecture“. 

Ettepaneku rahvusvahelise standardi ümbertrüki 
meetodil ülevõtuks on esitanud EVS/TK 04, 
standardi avaldamist on korraldanud Eesti 
Standardimis- ja Akrediteerimiskeskus. 

Standard EVS-ISO/IEC 22123-3:2025 on jõustunud 
sellekohase teate avaldamisega EVS Teatajas. 

Proposal to adopt the International Standard by 
reprint method has been presented by EVS/TC 04, 
the Estonian Standard has been published by the 
Estonian Centre for Standardisation and 
Accreditation. 

Standard EVS-ISO/IEC 22123-3:2025 has been 
endorsed with a notification published in the official 
bulletin of the Estonian Centre for Standardisation 
and Accreditation. 

Standard on kättesaadav Eesti Standardimis- ja 
Akrediteerimiskeskusest. 

This standard is available from the Estonian Centre 
for Standardisation and Accreditation. 

This docum
ent is a preview

 generated by EVS



EVS-ISO/IEC 22123-3:2025 

III 

  

Tagasisidet standardi sisu kohta on võimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside vormi 
või saates e-kirja meiliaadressile standardiosakond@evs.ee. 

ICS 35.210 

Standardite reprodutseerimise ja levitamise õigus kuulub Eesti Standardimis- ja Akrediteerimiskeskusele 

Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elektroonsesse süsteemi või edastamine ükskõik millises 
vormis või millisel teel ilma Eesti Standardimis- ja Akrediteerimiskeskuse kirjaliku loata on keelatud. 

Kui Teil on küsimusi standardite autoriõiguse kaitse kohta, võtke palun ühendust Eesti Standardimis- ja Akrediteerimiskeskusega: 
Koduleht www.evs.ee; telefon 605 5050; e-post info@evs.ee 

The right to reproduce and distribute standards belongs to the Estonian Centre for Standardisation and Accreditation 

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including 
photocopying, without a written permission from the Estonian Centre for Standardisation and Accreditation. 

If you have any questions about standards copyright protection, please contact the Estonian Centre for Standardisation and 
Accreditation: 
Homepage www.evs.ee; phone +372 605 5050; e-mail info@evs.ee 

This docum
ent is a preview

 generated by EVS

mailto:standardiosakond@evs.ee
file:///C:/Users/gerli/Desktop/www.evs.ee
file:///C:/Users/gerli/Desktop/info@evs.ee
http://www.evs.ee/
mailto:info@evs.ee


[Blank page] 

This docum
ent is a preview

 generated by EVS



EVS-ISO/IEC 22123-3:2025 

© ISO/IEC 2023 – All rights reserved iii 

Contents Page 

Foreword .......................................................................................................................................................................... v 

1 Scope .................................................................................................................................................................. 1 

2 Normative references .................................................................................................................................. 1 

3 Terms and definitions .................................................................................................................................. 1 
3.1 Terms related to security and privacy ................................................................................................. 1 
3.2 Terms relating to architecture ................................................................................................................ 1 

4 Symbols and abbreviated terms ............................................................................................................... 2 

5 Conventions ..................................................................................................................................................... 2 

6 Cloud computing reference architecture goals and objectives ..................................................... 2 

7 CCRA viewpoints ............................................................................................................................................ 3 
7.1 General .............................................................................................................................................................. 3 
7.2 CCRA architectural views .......................................................................................................................... 4 
7.3 User view of cloud computing ................................................................................................................. 5 

7.3.1 General ............................................................................................................................................. 5 
7.3.2 Cloud computing activities ...................................................................................................... 6 
7.3.3 Parties .............................................................................................................................................. 6 
7.3.4 Roles and sub-roles .................................................................................................................... 6 
7.3.5 Cloud services ............................................................................................................................... 7 
7.3.6 Cloud deployment models ....................................................................................................... 7 
7.3.7 Cloud computing cross-cutting aspects ............................................................................. 8 

7.4 Functional view of cloud computing ..................................................................................................... 8 
7.4.1 General ............................................................................................................................................. 8 
7.4.2 Functional components ............................................................................................................ 9 
7.4.3 Functional layers ......................................................................................................................... 9 
7.4.4 Multi-layer functions .............................................................................................................. 10 

7.5 Relationship between the user view and the functional view ................................................ 10 
7.6 Relationship of the user view and functional view to cross-cutting aspects .................... 10 
7.7 Implementation view of cloud computing ....................................................................................... 11 
7.8 Deployment view of cloud computing ............................................................................................... 11 

8 User view ....................................................................................................................................................... 11 
8.1 Cloud computing roles and sub-roles ................................................................................................ 11 

8.1.1 General .......................................................................................................................................... 11 
8.1.2 Cloud service customer role ................................................................................................ 12 
8.1.3 Cloud service provider role .................................................................................................. 14 
8.1.4 Cloud service partner role .................................................................................................... 17 

8.2 Cloud computing activities ..................................................................................................................... 19 
8.2.1 General .......................................................................................................................................... 19 
8.2.2 Activities associated with the CSC role ........................................................................... 19 
8.2.3 Activities associated with the CSP role ........................................................................... 22 
8.2.4 Activities associated with the CSN role ........................................................................... 28 

8.3 Cross-cutting aspects................................................................................................................................ 30 
8.3.1 General .......................................................................................................................................... 30 
8.3.2 Auditability ................................................................................................................................. 30 
8.3.3 Governance ................................................................................................................................. 31 
8.3.4 Interoperability ......................................................................................................................... 31 
8.3.5 Maintenance and versioning ............................................................................................... 31 
8.3.6 Performance ............................................................................................................................... 32 
8.3.7 Portability .................................................................................................................................... 32 
8.3.8 Protection of Personally Identifiable Information ..................................................... 32 

This docum
ent is a preview

 generated by EVS



EVS-ISO/IEC 22123-3:2025 

iv © ISO/IEC 2023 – All rights reserved 

8.3.9 Reversibility ............................................................................................................................... 33 
8.3.10 Security ......................................................................................................................................... 33 
8.3.11 Service levels and service level agreements ................................................................. 35 

9 Functional view ........................................................................................................................................... 35 
9.1 Functional architecture ........................................................................................................................... 35 

9.1.1 General .......................................................................................................................................... 35 
9.1.2 Layering framework ............................................................................................................... 35 

9.2 Functional components ........................................................................................................................... 37 
9.2.1 General .......................................................................................................................................... 37 
9.2.2 User layer functional components .................................................................................... 38 
9.2.3 Access layer functional components ................................................................................ 39 
9.2.4 Service layer functional components ............................................................................... 40 
9.2.5 Resource layer functional components ........................................................................... 40 
9.2.6 Multi-layer functions .............................................................................................................. 42 

10 Relationship between the user view and the functional view .................................................... 48 
10.1 General ........................................................................................................................................................... 48 
10.2 Overview ........................................................................................................................................................ 48 

10.2.1 Service capabilities functional component .................................................................... 48 
10.2.2 Common roles, activities and functional components .............................................. 48 
10.2.3 Multi-tenancy and isolation ................................................................................................. 49 

Annex A (informative)  Further details regarding the user view and functional view ....................... 51 

Bibliography ................................................................................................................................................................. 60 

 

This docum
ent is a preview

 generated by EVS



EVS-ISO/IEC 22123-3:2025 

© ISO/IEC 2023 – All rights reserved v 

Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical activity. 
ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of document should be noted. This document was drafted in accordance with the editorial 
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or 
www.iec.ch/members_experts/refdocs). 

ISO and IEC draw attention to the possibility that the implementation of this document may involve the 
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any 
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had 
not received notice of (a) patent(s) which may be required to implement this document. However, 
implementers are cautioned that this may not represent the latest information, which may be obtained 
from the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall 
not be held responsible for identifying any or all such patent rights. 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the World 
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see 
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards. 

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 38, Cloud computing and distributed platforms. 

This first edition of ISO/IEC 22123-3 cancels and replaces ISO/IEC 17789:2014, which has been 
technically revised. 

The main changes are as follows: 

− added differentiation between cloud computing parties and role; 

− Figures 13, 14, and 15 were removed. 

A list of all parts in the ISO/IEC 22123 series can be found on the ISO and IEC websites. 

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees. 
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Information technology — Cloud computing — 

Part 3: 
Reference architecture 

1 Scope 

This document specifies the cloud computing reference architecture (CCRA). 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO/IEC 22123-1, Information technology — Cloud computing — Part 1: Vocabulary 

ISO/IEC 22123-2, Information technology — Cloud computing — Concepts 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in ISO/IEC 22123-1 and the following 
apply. 

− ISO and IEC maintain terminology databases for use in standardization at the following addresses: 

− ISO Online browsing platform: available at https://www.iso.org/obp 

IEC Electropedia: available at https://www.electropedia.org/ 

3.1 Terms related to security and privacy 

3.1.1 
personally identifiable information 
PII 
any information that (a) can be used to establish a link between the information and the natural person 
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person 

Note 1 to entry: The “natural person” in the definition is the PII principal. To determine whether a PII principal is 
identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder 
holding the data, or by any other party, to establish the link between the set of PII and the natural person. 

[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.9] 

3.2 Terms relating to architecture 

3.2.1 
architecture 
fundamental concepts or properties of a system in its environment embodied in its elements, 
relationships, and in the principles of its design and evolution 

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2] 
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