
INTERNATIONAL 
STANDARD 

ISO 
10202-4 

First edition 
1996-02-0 1 

Financial transaction cards - Security 
architecture of financial transaction 
Systems using integrated circuit cards - 
Part 4: 
Secure application modules 

Cartes de transactions financikres - Architecture de s&urS des 
systemes de transactions financieres utilisant des Cartes a cicuit 
int6grk - 
Partie 4: Modules applicatifs de skcuritb 

Reference number 
ISO 10202-4:1996(E) 

This document is a preview generated by EVS



ISO 10202=4:1996(E) 

Foreword 

ISO (the International Organization for Standardization) is a worldwide 
federation of national Standards bodies (ISO member bodies). The work 
of preparing International Standards is normally carried out through ISO 
technical committees. Esch member body interested in a subject for 
which a technical committee has been established has the right to be 
represented on that committee. International organizations, governmental 
and non-governmental, in liaison with ISO, also take part in the work. ISO 
collaborates closely with the International Electrotechnical Commission 
(1 EC) on all matters of electrotechnical standardization. 

Draft International Standards adopted by the technical committees are 
circulated to the member bodies for voting. Publication as an International 
Standard requires approval by at least 75 % of the member bodies casting 
a vote. 

International Standard ISO 10202-4 was prepared by Technical Committee 
lSO/TC 68, Banking and related financial Services, Subcommittee SC 6, 
Financial transaction cards, rela ted media and Opera tjons. 

ISO 10202 consists of the following Parts, under the general title Financial 
transaction cards - Security architecture of financial transaction Systems 
using in tegra ted circuit cards: 

- Part 1: Card life cycle 

- Part 2: Transaction process 

- Part 3: Cryp tographic key relationships 

- Part 4: Secure application modules 

- Part 5: Use of algorithms 

- Part 6: Cardholder verification 

- Part 7.* Key management 

- Part 8: General principles and overview 

Annex A forms an integral part of this part of ISO 10202. Annex B is for 
information only. 

o ISO 1996 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced 
or utilized in any form or by any means, electronie or mechanicai, Inc!udlng pnorocopylng anti 
mlcrofilm, without permission in writing from the publisher. 

international Organization for Standardization 
Gase Postale 56 l CH-l 211 Geneve 20 l Switzerland 

Prtnted in Switzerland 

This document is a preview generated by EVS



INTERNATIONAL STANDARD 0 ISO ISO 10202-4: 1996(E) 

Financial transaction cards - Security architecture of 
financial transaction Systems using integrated circuit 
cards - 

Part 4: 
Secure application modules 

1 Scope 

This part of ISO 10202 specifies the minimum secur- 
ity requirements of the life cycle for a Secure Appli- 
cation Module (SAM) which tan be added to a Card 
Accepting Device (CAD). A SAM provides application- 
related and cryptographic security information for the 
processing of a financial transaction. Esch application 
supplier may have a SAM. Card issuers and/or appli- 
cation supplier(s) may agree to combine the use of 
one SAM for their applications. This part of ISO 10202 
is applicable to any organization involved in issuing 
SAMs for use in CADs. A SAM may Service one CAD 
or a cluster of attached CADs. 

This part of ISO 10202 allows interaction between an 
Integrated Circuit Card (ICC) and a SAM in a way 
which may be functionally transparent to the Card 
Accepting Device (CAD). This permits the use of dif- 
ferent techniques and levels of command structure 
and message formats. 

A description of security audit and security related 
data fields recorded in a SAM is given in annex A. 
Suggested implernentations of SAM functions are 
provided in annex B. 

A SAM may be used to establish a secure transaction 
relationship between the ICC, application supplier, 
acquirer and CAD. This could include SAM authenti- 
cation by the SAM provider. A CAD may contain one 
or more SAMs. 

The relationship between the host of the SAM pro- 
vider and the SAM is outside the scope of this part 
of ISO 10202. 

NOTE 1 Whenever the SAM provider, card issuer, appli- 
cation supplier or acquirer is referred to in this part of 
ISO 10202, these terms also encompass their agents. 

2 Normative references 

The following Standards contain provisions which, 
through reference in this text, constitute provisions 
of this part of ISO 10202. At the time of publication, 
the editions indicated were valid. All Standards are 
subject to revision, and Parties to agreements based 
on this part of ISO 10202 are encouraged to investi- 
gate the possibility of applying the most recent edi- 
tions of the Standards indicated below. Members of 
IEC and ISO maintain registers of currently valid 
International Standards. 

ISO/1 EC 7812-1: 1993, Identification cards - Identifi- 
cation of issuers - Part 1: Numbering System. 

lSO/IEC 7812-2:1993, Identification cards - Identifi- 
cation of issuers - Part 2: Application and registra- 
tion procedures. 

ISO 7816-1 :1987, Identification cards - Integrated 
circuit(s) cards with contacts - Part 1: Physical char- 
ac teris tics. 

ISO 78 16-2: 1988, /den tification cards - In tegra ted 
circuit(s) cards with contacts - Part 2: Dimensions 
and location of the contacts. 
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ISO/IEC 7816-3:1989, /den tifica Gon cards - In te- 
gra ted circuit(s) cards lyith contacts - Part 3: Elec- 
tro% Signals and transmission protocols. 

ISO/1 EC 7816-4: 1995, Information technology - 
/den tifica tion cards - In tegrated circuitfs) cards with 
contacts - Part 4: Interjndustry commands for jnter- 
Change. 

I SO/I EC 78 16-5: 1994, /den tifica tjon cards - In te- 
grated circujt(s) cards with contacts - Part 5: Num- 
bering sys tem and registra tjon procedure for 
applica tjon iden tifiers. 

ISO 10202-1 :1991, Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using in tegrated circuit cards - Part 7: Card life 
cycle. 

ISO 10202-2: -l), Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using integrated cjrcujt cards - Part 2: Transaction 
process. 

ISO 10202-3: -l), Financial transaction cards - Se- 
curjty architecture of financial transaction Systems 
using in tegra ted circuit cards - Part 3: Cryptographic 
key rela tionshjps. 

ISO 10202-5: -l), Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using integrated circuit cards - Part 5: Use of algo- 
rithms. 

ISO 10202-7:-‘1, Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using in tegrated circujt cards - Part 7: Key manage- 
men t. 

3.3 SAM provider: The entity that provides a SAM 
to a card acceptor (usually the application supplier). 

4 General security principles 

The security provided in this part of ISO 10202 is 
governed by the following principles. 

a) Any aspect in the Operation of a SAM or data ob- 
tainable from that SAM shall not compromise the 
security of any other System or combination of 
Systems using SAMs. 

b) The SAM provider shall be responsible for the 
SAM life cycle. 

c) Cryptographic keys used in SAMs shall be man- 
aged in such a way that the security of any sys- 
tem using ICCs is not compromised. 

d) The CAD application Software shall not be able 
compromise the security functions of the SAM. 

to 

5 SAM life cycle 

This clause specifies the minimum security require- 
ments in respect of the following stages of the SAM 
life cycle: 

Manufacture of the SAM 

SAM preparation 

SAM initialization 

SAM activation 

SAM usage 
3 Definitions 

SAM use 
For the purpose of this part of ISO 10202, the defi- 
nitions given in ISO 10202-1, together with the fol- 
lowing apply. 

3.1 Secure Application Module (SAM): A physical 
module (or a logical functionality in the CAD) intended 
to contain algorithm(s), related keys, security pro- 
cedures and information to protect an application in 
such a way that unauthorized access is not possible. 
In Order to achieve this, the module must be phys- 
ically and logically protected. 

3.2 SAM initializer: The entity which loads security 
and related operational Parameters in the SAM. 

Q ISO 

SAM deactivation 

SAM reactivation 

Termination of use 

SAM termination 

5.1 Manufacture of the SAM 

The manufacturing process includes hardware and 
Software design, assembly and the packagrng to form 
a SAM. 

1) To be published. 
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