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WIRELESS COMMUNICATION NETWORKS -

Part 1: Wireless communication requirements
and spectrum considerations

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonabie efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62657-1 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition cancels and replaces the first edition of IEC TS 62657-1 published in 2014.
This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to
IEC TS 62657-1:2014:

a) update of requirements for wireless industrial applications;

b) addition of performance indicators and their measurement.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
65C/874/FDIS 65C/878/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62657 series, under the general title Industrial communication
networks — Wireless communication networks, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This document provides general requirements of industrial automation and spectrum
considerations that are the basis for industrial communication solutions. This document is
intended to facilitate harmonization of future adjustments to international, national, regional
and local regulations.

IEC 62657-2 provides the coexistence management concept and process. Based on the
coexistence management process, a predictable assuredness of coexistence can be achieved
for a given spectrum with certain application requirements.
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INDUSTRIAL COMMUNICATION NETWORKS -
WIRELESS COMMUNICATION NETWORKS -

Part 1: Wireless communication requirements
and spectrum considerations

1 Scope

This part of IEC 62657 provides the wireless communication requirements dictated by the
applications of wireless communication systems in industrial automation, and requirements of
related context. The requirements are specified in a way that is independent of the wireless
technology employed. The requirements are described in detail and in such a way as to be
understood by a large audience, including readers who are not familiar with the industry
applications.

Social aspects, environmental aspects, health aspects and market requirements for wireless
communication systems in industrial automation are described to justify the wireless
communication requirements.

This document also provides a rationale to successfully articulate the solutions of the wireless
communication requirements proposed for the short-term and long-term. Coexistence
management according to IEC 62657-2 is already applied in the short-term.

This document describes requirements of the industrial automation applications that can be
used to ask for additional dedicated, worldwide unique spectrum. This additional spectrum is
intended to be used for additional wireless applications while continuing using the current
industrial, scientific and medical (ISM) bands.

This document provides useful information for the automation field professionals who are not
familiar with the spectrum and wireless technologies.

Building automation is excluded from the scope because of the different usage constraints (for
most non-industrial buildings it is normally difficult for the owner/operator to impose control
over the presence and operation of radio equipment).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60079-10-1, Explosive atmospheres — Part 10-1: Classification of areas — Explosive gas
atmospheres

IEC 60079-10-2, Explosive atmospheres — Part 10-2: Classification of areas — Explosive dust
atmospheres

IEC 61511 (all parts), Functional safety — Safety instrumented systems for the process
industry sector

IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based on ISO/IEC 8802-3
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IEC 61784-3, Industrial communication networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile definitions

IEC 62657-2:—1, Industrial communication networks — Wireless communication networks —
Part 2: Coexistence management

ETSI TR 102 889-2 V.1.1.1 (2011), Electromagnetic compatibility and Radio spectrum Matters
(ERM); System Reference Document; Short Range Devices (SRD); Part 2: Technical
characteristics for SRD equipment for wireless industrial applications using technologies
different from Ultra-Wide Band (UWB)

ETSI EN 300 328 V2.1.1 (2016), Wideband transmission systems; Data transmission
equipment operating in the 2,4 GHz ISM band and using wide band modulation techniques;
Harmonised Standard covering the essential requirements of article 3.2 of Directive
2014/53/EU

3 Terms, definitions abbreviated terms and acronyms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62657-2:— and the
following apply.

3.1.1
automation application
application of measurement and automatic control in the industrial automation domains

3.1.2

availability, <performance>

ability of an item to be in a state to perform a required function under given conditions at a
given instant of time or over a given time interval, assuming that the required external
resources are provided

Note 1 to entry This ability depends on the combined aspects of the reliability performance, the maintainability
performance, and the maintenance support performance.

Note 2 to entry Required external resources, other than maintenance resources, do not affect the availability
performance of the item.

[SOURCE: IEC 60050-191:1990, 191-02-05]

3.1.3

coexistence

wireless communication coexistence

state in which all wireless communication solutions of a plant using shared medium fulfil all
their application communication requirements

Note 1 to entry: In IEEE 802.15.2-2003 [17]2 the coexistence is defined as a characteristic of a device.

[SOURCE: IEC 62657-2:—, 3.1.13]

314

coexistence management

process to establish and to maintain coexistence that includes technical and organizational
measures

1 Under preparation. Stage at the time of publication: IEC FDIS 62657-2:2017.

2 Numbers in square brackets refer to the Bibliography.



	English
	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms, definitions abbreviated terms and acronyms
	3.1 Terms and definitions
	3.2 Abbreviated terms and acronyms

	4 Wireless communication requirements of industrial automation – considerations for regulators
	4.1 Worldwide harmonized frequency use
	4.2 Coexistence management process (see IEC 62657-2)
	4.3 Concepts for using spectrum in wireless industrial applications
	4.3.1 General
	4.3.2 Suitable available spectrum for wireless industrial applications
	4.3.3 Dedicated spectrum
	4.3.4 Other concepts

	4.4 Market relevance and requirements
	4.4.1 General
	4.4.2 Enabling position of industry equipment
	4.4.3 Cost-benefit aspects and benefits in the application

	4.5 Social, health and environmental aspects
	4.5.1 General
	4.5.2 Social, health and environmental considerations
	4.5.3 Health concerns
	4.5.4 Other concerns


	5 Wireless communication requirements of industrial automation – considerations for automation experts
	5.1 Use of wireless communication networks in industrial automation
	5.1.1 General
	5.1.2 Essential differences between wireless and wired communication networks
	5.1.3 Communication networks in industrial automation
	5.1.4 Application fields

	5.2 Industrial automation application requirements (use cases)
	5.2.1 General
	5.2.2 Use case 1 – Safety of workers around transporting machines
	5.2.3 Use case 2 – Level monitoring and alarming in a tank farm
	5.2.4 Use case 3 – Field worker support with mobile wireless equipment
	5.2.5 Use case 4 – Vibration monitoring and analysis of rotating machines
	5.2.6 Use case 5 – Oil wellhead monitoring and control
	5.2.7 Use case 6 – Some applications for factory automation, with a large number of nodes

	5.3 Wireless communication network requirements
	5.3.1 Timing and real-time
	5.3.2 Bandwidth and bit rate
	5.3.3 Radio propagation conditions, geographic coverage and scale of the network
	5.3.4 Power consumption
	5.3.5 Electromagnetic compatibility (EMC)
	5.3.6 Functional safety
	5.3.7 Intrinsic safety
	5.3.8 Security
	5.3.9 Availability, reliability

	5.4 Life-cycle requirements
	5.5 Integration of wireless communication systems into automation applications
	5.6 Network information and statistics

	Bibliography
	Figures
	Figure 1 – End producer revenue
	Figure 2 – Typical risk reduction methods found in process plants
	Figure 3 – Wireless communication system interrelated with the automation pyramid
	Figure 4 – Example of graphical representation of consistent indicators
	Figure 5 – General system model for defining application communication performance requirements
	Figure 6 – Wireless automation device model for defining application communication performance requirements
	Figure 7 – Communication link with wireless automation devices with fieldbus interfaces
	Figure 8 – Communication link with a wireless automation device with I/O process interface and a wireless automation device with fieldbus interfaces
	Figure 9 – Time fragments of transmission time
	Figure 10 – Example of the density functions of transmission time
	Figure 11 – Time fragments of update time
	Figure 12 – Example of the density functions of update time

	Tables
	Table 1 – Example of a classification of application communication requirements
	Table 2 – Structure of the communication networks used in the application fields
	Table 3 – Benefits of using wireless systems
	Table 4 – Examples of application grace time


	Français
	SOMMAIRE
	AVANT-PROPOS
	INTRODUCTION
	1 Domaine d'application
	2 Références normatives
	3 Termes, définitions, abréviations et acronymes
	3.1 Termes et définitions
	3.2 Abréviations et acronymes

	4 Exigences de communication sans fil d'automatisation industrielle – considérations pour les régulateurs
	4.1 Utilisation de fréquence harmonisée au niveau mondial
	4.2 Processus de gestion de coexistence (voir l'IEC 626572)
	4.3 Concepts relatifs à l'utilisation du spectre dans les applications industrielles sans fil
	4.3.1 Généralités
	4.3.2 Spectre disponible adapté pour les applications industrielles sans fil
	4.3.3 Spectre dédié
	4.3.4 Autres concepts

	4.4 Adéquation avec le marché et exigences
	4.4.1 Généralités
	4.4.2 Activation de la position de l'équipement industriel
	4.4.3 Aspects liés à la rentabilité et avantages de l'application

	4.5 Aspects sociaux, sanitaires et environnementaux
	4.5.1 Généralités
	4.5.2 Considérations sociales, sanitaires et environnementales
	4.5.3 Problèmes de santé
	4.5.4 Autres questions


	5 Exigences de communication sans fil d'automatisation industrielle – considérations pour les experts
	5.1 Utilisation des réseaux de communication sans fil en automatisation industrielle
	5.1.1 Généralités
	5.1.2 Différences essentielles entre les réseaux de communication sans fil et les réseaux de communication filaires
	5.1.3 Réseaux de communication en automatisation industrielle
	5.1.4 Champs d'application

	5.2 Exigences en matière d'application d'automatisation industrielle (cas d'utilisation)
	5.2.1 Généralités
	5.2.2 Cas d'utilisation 1 – Sécurité des travailleurs autour des machines de transport
	5.2.3 Cas d'utilisation 2 – Surveillance de niveau et alarme dans un parc de stockage
	5.2.4 Cas d'utilisation 3 – Support des agents sur le terrain avec un équipement sans fil mobile
	5.2.5 Cas d'utilisation 4 – Surveillance et analyse des vibrations des machines rotatives
	5.2.6 Cas d'utilisation 5 – Surveillance et commande de tête de puits de pétrole
	5.2.7 Cas d'utilisation 6 – Quelques applications pour l'automatisation d'usine, avec un grand nombre de nœuds

	5.3 Exigences relatives au réseau de communication sans fil
	5.3.1 Synchronisation et temps réel
	5.3.2 Bande passante et débit binaire
	5.3.3 Conditions de propagation radioélectrique, couverture géographique et échelle du réseau
	5.3.4 Consommation de puissance
	5.3.5 Compatibilité électromagnétique (CEM)
	5.3.6 Sécurité fonctionnelle
	5.3.7 Sécurité intrinsèque
	5.3.8 Sécurité
	5.3.9 Disponibilité, fiabilité

	5.4 Exigences de cycle de vie
	5.5 Intégration de systèmes de communication sans fil dans des applications d'automatisation
	5.6 Informations et statistiques du réseau

	Bibliographie
	Figures
	Figure 1 – Revenus du producteur final
	Figure 2 – Méthodes classiques de réduction des risquesdans les usines de transformation
	Figure 3 – Système de communication sans fil étroitement lié à la pyramide d'automatisation
	Figure 4 – Exemple de représentation graphique d'indicateurs cohérents
	Figure 5 – Modèle de système général pour la définition des exigences de performances de communication d'application
	Figure 6 – Modèle d'appareil d'automatisation sans fil pour la définition des exigences de performances de communication d'application
	Figure 7 – Liaison de communication avec appareils d'automatisation sans fil dotés d'interfaces de bus de terrain
	Figure 8 – Liaison de communication avec un appareil d'automatisation sans fil doté d'une interface de processus E/S et un appareil d'automatisation sans fil doté d'interfaces de bus de terrain
	Figure 9 – Fragments de temps d'une durée de transmission
	Figure 10 – Exemple de fonctions de densité de durée de transmission
	Figure 11 – Fragments de temps du temps d'actualisation
	Figure 12 – Exemple de fonctions de densité de temps d'actualisation

	Tableaux
	Tableau 1 – Exemple de classification des exigences de communication d'application
	Tableau 2 – Structure des réseaux de communication utilisés dans les champs d'application
	Tableau 3 – Avantages que présente l'utilisation des systèmes sans fil
	Tableau 4 – Exemples de temps de grâce d'applications





